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Abstract: Ubiquitous computing is seen as a promising and revolutionary technological path. The goal of promoting
marketable innovations and applications is addressed through intense research and developmental activities and policy
strategies. This article discusses the state-of-the-art approach of the use case and the drawbacks of identification tags for radio
frequency. Radio Frequency IDentification or RFID technology is a growing trend among separate automated technologies for
identification. RFIDs are used in construction, engineering, chemical, manufacturing, retail, logistics, and other public
industries. The importance and various advantages of RFID in different industries are therefore sometimes different. In this
paper, we have performed an extensive literature survey of its current applications and the security measures that can be taken
to improve the system. The paper gives an extended model of possible RFID applications in the field of mass gathering and
other related applications such as crowd management and stampede management. To manage or optimize the degree of
mortality rate concerning the size of the crowd, the paper proposes algorithmic approaches that can be implemented to
minimize the degree of mortality. At the end of the RFID applications, other suggested applications have also been provided.
Apart from the current RFID security measures, some proposed security solutions such as Tag Data Security, Maintaining
Reader Integrity, Personal Privacy, and Improved Hash Lock have also been provided.
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range. RFID may be referred to as an automated

1. Introduction

Radio Frequency IDentification (in short RFID) may be
referred to as automated identification technological
innovation which uses radiofrequency and electromagnetic
fields to identify items holding tags if they move toward a
reader. The first use of RFID tags (often called a smart label
or a transponder) can be seen in the II World War, it was
done to recognize the enemy, search for missing items,
monitor moving objects and fleets from geostationary
satellites, enable keyless entry system and many more. In
2018, the Government of India mandated RFID tags to track
the vehicle's movements. Today, many people rely upon this
technology and use it to make their life easier. Besides
tracking human beings, items, fleets, and animals, various
other aspects make use of this technology; such tags are read
in various situations and usually require a larger detection

identification technology that makes use of Radio Frequency
Identification [1, 27] because they are highly readable in
different situations and usually have larger detection ranges
[3]. RFID is not a line-of-sight technique unlike a barcode
reader, however, it may be considered as an automated
identification technology that makes the wuse of
radiofrequency and electromagnetic fields to detect an item
attached with a tag, when the target object comes under the
detection range of the reader. The reader can also fetch any
confidential data (such as item number, accession number,
account number, etc.) stored within the memory of the tag.
The reader can also modify the content of the tag. RFID
cannot be reduced to one technology. It makes the use of
radiofrequency with different frequency ranges and
amplitudes and hence different kinds of tags are possible that
possess several characteristics and survive with various
communication techniques and power supply. An RFID tag
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usually works with an embedded antenna to transfer data
from a tag to a reader or the interrogator (also referred to as a
base station or more generally a reader). The setup is known
as an inlay which is subsequently enclosed to be able to
endure the conditions wherein it is going to operate. This end
of the product is called the tag, Label, or Transponder [2, 4],
it could be a unique identifier, Single Electronic Product
Code Identifier (EPC), etc. This identifier cannot be modified,
but it can be read when it is written on the digital circuit.
Hence, it is referred to as write-once read multiple (WORM).
Several digital chips contain additional memory units that
can be used to register, change and write pieces of
information as per the customer's need. Such memories range
in size between a few bits and 10K bits. RFID is an
automated radio frequency identification technology that

allows the system to read and write data on the reader and the
tag remotely. A reader mainly consists of the following parts:
a transmitter, a receiver, a control unit that mainly schedules
the process, and a coupling element which is called an
antenna (refer to Figure 3). To establish communication with
a transponder, a reader might also have some extra interface
such as RS232 USB to connect with a computer system [5, 6].
An integrated circuit (IC) is embossed within the transponder
that serves as the heart of a tag. It is the transponder that
plays a vital role in building an RFID system [32]. The
transponder is the most significant component that stores data
within it. Whereas the IC performs modulation and
demodulation of the radio frequency signals, and the
electronic identification is divided into two parts as shown in
Figure 1.
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Figure 1. Taxonomy of Electronic identification.

2. RFID Tags Classification

Classification for the RFID tags is based on the existence
or nonexistence of an electronic chip (EC). Surface Acoustic
Wave (SAW) RFID tag is free from integrated circuits. They
are simple read-only transponders that do not contain inlaid
energy resources. They are also called Radio Frequency (RF)
barcodes. A single-bit RFID tag is a passive system with
capacitive diodes referred to as "one-bit Transponders" [6, §].
This bit indicates whether the tag is physically native to the
sphere of influence of operation generated by the interrogator
or not. They are generally used to build a framework for anti-
theft. The most commonly used products in the real market
are RFID tags with integrated circuits that consist of an
antenna and a dedicated computational unit.

3. Components of an RFID System

The component of an RFID system has been demonstrated
with their essential parts and their role is shown in Figure 4.
It includes mainly 5 parts.

3.1. RFID Reader or Interrogator

The RFID interrogator (sometimes also called transceivers
or reading zone) comprises antennas, cables, peripherals, and

the environment where the device is mounted. The nature of
an interrogation area is defined by the environment in which
specular reflection, absorption, or interference with the
original signal may occur. It may also be from the presence
of many objects. These factors can trigger unintended
readings, block the intended readings, and reduce the ability
to process them. It is the interrogators that transmit radio
frequency to the tag to remotely power it (in passive and
semi-passive tags) to read and write data, from and to the tag.
Interrogators are also responsible for establishing the
bidirectional data flow between other Interrogators and tags
themselves and perform analog-to-digital and digital-to-
analog signal conversion [5, 9]. A general block diagram of
an RFID reader is shown in Figure 3. A reader is also called a
coupling device. A complex structure of an RFID tag is
shown in Figure 2.
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Figure 2. The internal structure of an RFID Tag.
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3.2. RFID Antenna

An RFID antenna consists of a coil with one or more
windings and a network that fits them. It radiates reader-
generated electromagnetic waves and receives RF signals
from the transponder. An RFID device can be configured to

continuously produce, or activate, the electromagnetic field
via a sensor. Popular types of antennas are rod or loop
antennas, which differ in configuration and function
depending on the frequency used [1].

RFID
Reader

Microcontroller

RF Signal
Generator

Receiver/ Signal
Detector

Figure 3. Schematic block diagram of an RFID reader.

3.3. RFID Tag or Transponder

An RFID tag comprises a microchip linked to an antenna
that is electronically programmed with unique data. The tag
accumulates and transmits signals from and to a reader. It
consists of a unique serial number, along with some other
essential information such as the customer's bank account
number, item code, etc. Based on its application and area of
use it possesses many forms and factors. RFID tags can be
Active, Passive, or Battery Aided [7, 11].

Battery
CLI
i Antenna
Memory
Micro Chip
CLI 3 >| Modulator/Demodulator | !
Antenna
Coder/Decoder
Control Unit

Figure 4. The basic building block of the RFID system.
3.4. Middleware

Middleware is software installed on a host that is linked to
interrogators and corporate applications. Which is useful for

filtration of data and passing on valuable information only to
the organization applications. Some middleware may also be
used to manage readers on a network [14, 21].

3.5. Air Interface

Air-driven interface is a platform used to transmit data
and/or energy by magnetic or electromagnetic waves [38].

4. Current RFID Technology

In this section, we will explain the different components of
an RFID tag, how each component work and precisely what
kinds of tags exist that comprise these components. It mainly
deals with the supply of power into the tag, what are the
acceptable frequency ranges that it can use, what are the
utilized bandwidth, etc. The part also explains a few
important standards. RFID transponder or a tag mainly
contains, i e., [10].

1. Microchip

2. Antenna

3. Case

4. Battery

The size and overall look of the chip are completely
dependent upon the size of the antenna that is embedded into
the tag. However, its shape and size also depend upon the
utilization frequency range upon which the tag is operating. It
should also be noted that the size of an IC is also influenced
by its operating range. It has a possible working range of
about one millimeter to 30 meters [3, 13]. Besides, some tags
have a rewritable store built-in where changes like serial
numbers can be registered between two consecutive reads or
new data. A basic RFID tag with a well-defined antenna is
shown in Figure 4. As we have already mentioned, the
antenna has a larger impact on the size of a tag (refer to
Figure 4). The microchip is at the center of the tag, as it is a

passive tag and therefore does not have an internal power

supply [11, 12].
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5. Energy Sources of an RFID

We have distinguished the RFID tags into three categories
based on their relationship with power supply, energy
consumption, and performance [2, 12].

1. Passive Tags

2. Semi-passive Tags

3. Active Tags

5.1. Passive Tags

A passive tag does not consist of any internal power
resources such as a battery. However, they only depend upon
the induced current emitted by the reader. When a transaction
has been committed, the reader generates some induced
current and the reader needs to maintain the field until the
operation has not been completed. Due to the lack of any
indigenous power supply, such tags are very small in size and
are the cheapest that’s available in the market, and more
frequently used in libraries. The reading range of such tags has
been restricted from about a few meters to 2mm. Moreover,
their life span is unlimited because they do not contain any
internal power resources which makes them robust and durable
[13, 15]. A passive tag is mostly used in real-life applications
that can be found in the form of a label also.

5.2. Semi-Passive Tag

The second semi-passive tags are the kind of tags that are
rich in internal power resources that keeps the tags powered
at all times. It has several advantages over passive tags. Since
the chip inside it is always powered it can respond to a
request much faster and quickly after it has been made. Since
the antenna does not play an essential role to collect power, it
can be optimized for backscattering and hence increasing the
reading range. Since the tag does not use any energy from the
field, the signal strength is much longer. Because of these
positive factors, a semi-passive tag is much preferable as
compared to a passive tag [16, 17, 18].

5.3. Active Tag

The third and last kind of tag is an active tag. Like a semi-
passive tag, it also includes an internal power supply, which
is dual, and is used for two different purposes. The first is to
supply power to the IC, and the second is to transmit the
signal from the antenna. Active tags that transmit signals
without any query are called Bacons. The lifetime of an
active tag is about 5 years. It can have a working range of up
to 10 meters, which makes it ideal for locating things and
serving as a landmark point in a big network [17, 19].

6. RFID Frequency Spectrum

RFID is considered a non-specific device that works in a
short range. Their working range typically varies from
system to system or tag to system. It can use a frequency
bandwidth without any license. However, such devices must
be compliant with the nearby directive [19, 22]. It is noted

that the frequency range of a tag varies from country to
country.

1. Low Frequency [125-134] kHz

2. High Frequency [1.75 to 13.56] kHz

3. Ultra-High Frequency (433MHz) [860-890] MHz

6.1. Low-Frequency

The Low Frequency (LF) band operates between the
frequency range of 30 to 300 kHz. Precisely it works at 125
kHz to 134 kHz depending on the framework and the country
in which it is used. LF tags are based on inductive coupling
technology where the tag is powered by the current induced by
the RFID reader as shown in Figure 5. LF tags are generally
passive and do not require any internal power supply [39].
Low-frequency RFID tags have long wavelengths that can
even penetrate solid metal surfaces (normally, HF and UHF
tags cannot be used for metal substances). It can also work
with high-water ecosystems, liquids, and solid malarial. As LF
tags are based on inductive coupling technology, their read
range is, therefore, limited to 0-10 cm and useful for animal
detection [20]. For a variety of cases, this restricted range can
be used to provide an improved degree of protection i e. the
RFID device can only function when the tag is close to the
user. It can be used for sharing confidential information or for
car ignition, where a reader inside the vehicle will insert the
RFID tag into the key and read it. The device can only operate
while close to the vehicle [21].

6.2. High Frequency

The High Frequency (HF) band operates between frequencies
ranges 3 to 30 MHz precisely it works from 1.75 MHz to 13.56
MHz [21]. HF tags are based on Near Field coupling technology
(refer to Figure 5) where the tag is powered by the current
induced by the RFID reader. Such tags are usually passive and
do not need a battery or power source [22].

They have anti-collision capabilities that allow multiple tags
to be read simultaneously by one reader. The range of these
systems is usually under 1 meter hence they are used for
Access Control, Passports, and Payment Cards, in Libraries,
Inventory Systems, and Product Tracking [7, 8]. High-
frequency tags often work pretty well with metal items. HF
RFID systems are used in a wide range of applications
including ticketing, purchases, library monitoring, patient flow
monitoring, and general applications for data transmission [40].

6.3. Ultra-High Frequency

The Ultra High Frequency (UHF) band operates between
the frequency range of 300 MHz to 1 GHz. Precisely it works
at 433 MHz and between 860 to 960 MHz [23]. A UHF tag is
based on the principle of far-field radiative coupling or
backscatter coupling (refer to Figure 6) and offers much
more read range as compared to an LF and HF tag. The high
rate of data transfer makes it ideal for applications that need
to read multiple items at once, such as goods boxes passing
through a door into a warehouse or racers crossing an end
line. The UHF RFID tag read range is approx 50 feet that are
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far higher than the LF and HF tags and hence they are
precisely used for Product tracking, Inventory systems,
Payment system, and many more. The longer read range
opens up a set of new applications such as electronic toll
collection and parking access control [34]. The UHF tags
also have some downsides, one of which is that they run at a
higher frequency and thus have shorter wavelengths that

attenuate relatively rapidly and are therefore very susceptible
to interference. Once attached to objects containing water
and animal tissues, these tags cannot be read easily, since
water absorbs UHF waves. Also, UHF tags are not working
well with metals, because they get detuned when connected
to metal items [27]. At the end of this section, a comparative
study of the LF, HF, and UHF tags is listed below in Table 1.

Table 1. A comparative summary of RFID Tags.

Tag/Type TH FR RR DTR RMTS MF WF CT
LF/Passive Inductive coupling (125-134) KHz (0-10) cm Slow x / / Low
HF/Passive Near field coupling  (1.75-13.56) MHz 10cmto 1 m Slow to Medium / v / Low
UHF/Active far-field coupling 433 to (860-890) MHz Up to 50 feet Very Fast / x x Very Low

TH: Technology, FR: Frequency, RR: Read Range, DTF: Data Transfer Rate, RMTS: Read Multiple Tags Simultaneously, MF: Metal Friendly, WF: Water

Friendly, CT: Cost.

7. Working Principle of RFID

The working principle of an RFID system mainly depends
upon its frequency spectrum and tag activation.

7.1. Tag Activation Phase

An RFID tag receives a radio wave from the reader (or
interrogator) and processes it after the processing gets over,
the wave is sent back to the reader. As the passive tag does
not have a dedicated power supply unit, they rely on the radio
waves coming from the reader. Using this radio energy, the
rectifier circuit of the tag stores this energy in a capacitor
attached to the tag. This stored energy is further used to
activate the microcontroller and memory element of the tag.

7.2. Read-Write Phase

For low-frequency and high-frequency operations, the
working principle is based on inductive coupling (near-field
coupling) while in the UHF RFID tags, the working principle
is based on the electromagnetic coupling (far-field coupling).
The RFID reader continuously sends radio waves with a
particular frequency. This emitted wave serves three
purposes, (i) to induce enough power within the tag, (ii) to
provide synchronization of the clock for the passive tags and

RFID Reader| |

))) =

(iii) to act as a carrier medium for the responding signals
from the tag. In the case of LF and HF operations, the RFID
and tag are much closed to each other, hence its working
principle is based on inductive coupling as shown in Figure 5.
The field generated by the reader is easily coupled by the
antenna of the RFID tag, and because of this mutual coupling,
the voltage gets induced in the RFID tag. Some amount of
this voltage gets rectified and used as a power supply for the
controller as well as the memory elements [14].

RFID sends radio waves of a particular frequency, so the
voltage induced in the coil is also of a particular frequency.
This induced voltage is used to derive a synchronization
clock for the controller. Now, suppose if we connect a load
across this coil, then-current will start flowing through this
load. If we change the impedance of this load, then-current
flowing through this load will also change. Now, if we switch
between on and off this load then the current will also
fluctuate. This rate of change in current generates induced
voltage into the RFID reader. This fluctuation of the current
is referred to as load modulation. If the fluctuation of the
current gets synchronized with the data stored in the tag, then
the reader reads the fluctuation pattern of the current which is
the same as of the data stored in the tag. By using this load
modulation technique, data or the requested information
generated by the LF and HF tags are read.

4 )

Rectifier

-

Load

‘ Controller \
Clock

L

Power

A

Figure 5. Inductive coupling of an RFID system.
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In the case of UHF readers, tags are placed apart from each
other. Hence coupling between the reader and the tags is a
far-field coupling. For energizing the RFID tag a far-field
antenna uses capacitive coupling (or propagation coupling).
Capacitive coupling occurs when the antenna of the RFID

RFID Reader| |

(=

reader propagates RF energy outward and the tag is
energized with that energy as shown in Figure 6. The tag then
sends a portion of the RF energy back to the reader's antenna
as a reaction known as backscatter coupling or FAR FIELD
[14].

-~
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Power
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Clock

S J

Figure 6. Far-Field coupling of an RFID system.

Once activated the tag gets instructions from the reading
unit and responds by sending its serial number. In most cases,
the tag does not have plenty of energy to produce its
electromagnetic field, instead, it uses backscattering to
modulate (reflect/absorb) the field sent by the reading unit.

Since almost all liquids digest electromagnetic fields and
almost all metals reflect those fields the reading of the tags in
the presence of those materials is complicated. During each
reading cycle, the reader has to continuously power the tag.

—
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Figure 7. Working principle of an RFID system.

The produced field is called a continuous wave, and
because the intensity of the field decreases with the square of
the distance, the readers have to use a rather greater power
source [13, 14]. That field overpowers any response a tag
could give, which is why tags reply on side channels that are
placed directly below and above the frequency of the
continuous wave as shown in Figure 7.

8. Application of RFID Tags

In this section, we have discussed some existing and
proposed RFID applications.

8.1. Current RFID Applications

Today RFID technology is considered as enabling

technology in the field of information technology to achieve
automation of supply chain management, tracking assets,
consignment tracking, animal monitoring, and access control
in a contactless fashion, they are listed in Table 2 [1]. RFID
is also widely used in the field of medical science for the
diagnosis of diseases. Currently, RFID technology is not
widespread, but some stores and marts like K-Mart, Wal-
Mart, Target, Best Buy, etc. use them extensively [7]. Today
IT has discovered that emerging RFID technology can help
keep their records at the highest level and reduce loss of
stock items, limit burglary, detect shoplifters, and enhance
the billing process. One of the special classes of passive
RFID tags is powder/dust digestive tags [33, 24]. Digestive
tags are used for observing the human digestive system.
RFID digestive tags have no side effects and can be
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deliberately broken down. Such tags are encapsulated within
a soft degradable material called gelatine, it may take a few
moments to dissolve in the stomach of the patient. And hence
they are biodegradable. The RFID digestible tags very help
full for monitoring the digestive system of a human being,
operating hip and knee joints, and inspecting some internal
organs. Digestive tags do not work properly when they are
exposed to gastric acid for a specific period [31]. However,
RFID applications are not limited to such an extent,
moreover, it has a wide range of applications in other fields
too. On the basis and requirement of the business process,

Mass Gathering

this technique can be adopted in various forms [24]. We can
categorize the applications into two major classes: the first
one is the system having a short range of communication.
When a tag and a reader have to be very close such as in
Electronic Immobilization, RFID Cashless payment, access
control, etc. The second one is medium for extensive
application, here the range could be considerably longer like
fleet tracking systems, Toll collection [25]. Innovative
manufacturing, modern antenna designs, and increased
memory will create smart tags long-lasting which will protect
our data with modern cloud-based technologies.

Figure 8. Classification of Mass Gathering (MGs).

Table 2. Application of RFID Tags.

# RFID Application RFID Tag Technology
1 Supply Chain Automation In supply chain management, UHF passive tags are used for consignment tracking.
2 Asset Trackin Tracing objects in the office, where the house, labs, etc. we use HF and UHF passive tags. Since radio
g frequencies are absorbed by metal, therefore, a special mechanism is followed to track metallic items.
3 Sporting Events It is also used to calculate the exact running time in an athlete's ground, tags are simply attached to the shoes of
P g athletes and are a start when athletes start a race.
. UHEF tags are also used to make a system that ensures the presence and absence of victims, convicts, or a
4 People Tracking
worker.
5 REID Cashless/Wireless To achieYe a wireless digital transaction of funds, pay a bill without cash, and credit the digital account, RFID
plays a vital and secure role. [13].
Used for Biometric authentication, monitoring patient activity, tracking drugs or a confidential item, and doing
6 Payment . . . L . .
diagnosis by using a Digestive tag is very applicable.
7 Wiz il s et UHF also provides a way to track an item in a real-time inventory by having computerized cataloging of items
in a store or a warehouse.
8 Warehouse In highways, both UHF passive and UHF active tags play a vital role to collect toll tax.
9 Toll Collection Unlocking a system throu.gh .a.key, RFID Fechnology can be implemented to authenticate the key which is a
real one to have a secure ignition of a vehicle.
10 Electronic Immobilization To track particular kinds or species of animals in a herd, LF tags are used [1].

Animal Monitoring

To grant access control in an office, firm, or within a locker in a bank, both Low and High-frequency passive
tags are used.

The type of event will guide the risk assessment and the

8.2. Proposed RFID Applications in Mass Gathering

The ‘context’ type of event and risk assessment primarily
drives Mass Gathering Management (MGs). There are
several potential threats, large and small, predictable and
unexpected, that may occur immediately before, during, or
after an event or a MGs. A detailed taxonomy of mass
gathering is shown in Figure 8.

preparation: Some other applications of RFID tags in mass
crowd management are found. Crowd Control and
Management, designed to prevent and manage crushes,
stampedes, and other disasters. These systems may detect
such events beforehand and use cloud computing, fog
computing [48] WSN technology [49] smart Digital Street,
IP cameras, RFID, voice alarm, light alarm, GPS and



Mathematics and Computer Science 2023; 8(3): 73-86 80

smartphones, and the Internet of Things (IoT) [50].
8.3. Proposed Algorithm

To manage or optimize the degree of mortality rate
concerning the size of the crowd, there is only one way to
manage, and it is to follow some algorithm that allocates a
group of people to some resource on a pre-defined condition,
such that the allocation and request are not cyclic and
haphazard. Following are some algorithmic approaches that
can be implemented to minimize the degree of mortality.

Step I: Hieratical of Processing and Control

Step 1.1: Divide the crowd build-up locations into clusters
and continuously allocate the crowd data to the Fog network
from the sensor networks for speed processing and further
decision-making.

Step 1.2: Every Fog Node will be linked to the center of
fogs to monitor the integration between the nodes and ensure
data processing before moving it to the cloud. Then it is
conducted thorough data analysis to identify new information
that would be very useful for disaster prediction and
prevention and plan to manage the outcome of a catastrophe
if it arises.

Step II: Collecting and Sensing Data

Step 2.1: Attach all passive RFID tags (the low-cost tags)
in the form of cards or bracelets to individual bodies to fetch
their current location and decide crowd size in each
cell/cluster.

Step 2.2: Connect the tag’s reader to the Fog node, or
distribute several readers in each cell and the host will be in
the fog. Tag identification can be used to access other details.

Step 2.3: Deploy different WSNs for sensing parameters,
conditions, and circumstances in each cell, to sense
temperature, pressure, and neighboring density in each cell of
the cluster.

Step 2.4: If GPS and cellular networks are not working,
use aircraft or WSN readers drone.

Step 2.5: Use IP-Cameras to predict the possibility of fore
coming tragedy in each cell. Tragedy detection can be done
by comparing new footage with the previous one.

Step 2.6: Extract people’s behavior and degree of panic
with these images and take remedial steps if required. Using
photos to assess people's moods and take remedial measures
should there be any evidence of illness or discomfort.

Step 2.7: In case of a tragedy, send route, precautionary
and remedial information to people's mobile or any handheld
gadget.

Step I1I: Decision-Making and Notification

Step 3.1: Create smart streets in disaster-prone areas by
installing alarm/light/sound alerts install crowd lifter wagons
to lift people/vehicles in case of a deadlock.

Step 3.2: Send light/sound/vibration alert to people about
the fore coming tragedy and guide them to follow a safe
sequence (a path, waiting for another is to be free, or
voluntarily releasing an allocated resource or a request) to
avoid a deadlock condition within a cell.

Step 3.3: In case of communication failure or unreachable
circumstances, use a surveillance drone to communicate with

a targeted cell of the cluster.

Step 1V Sensitive Data Computation

Step 4.1: Sensors and other management tools can collect,
store, clean, refine, and analyze data obtained from sensors.
All of this will take place on the cloud, where deep learning
and data mining will identify new relationships to better
handle future events.

Step 4.2: The performance of this or any other program is
proportional to user-management cooperation. In particular,
the admin must take note of alerts and updates within the
specified time frame and follow their instructions at critical
moments.

8.4. Other Possible Applications

1. The Indian Railways have to use RFID tags to track
wagons, coaches, and locomotives to ensure efficient
and transparent service.

2. RFID tags may be attached to the shirt collar of the
school uniform in such a way that it cannot be
counterfeited and replicated. When students enter the
school’s premises, their attendance will automatically
be marked by the concept of proximity sensors of the
tag, and a notification will be sent to their parents as
well as school administrations.

In case of a class bunk or any premises crossing condition,
the embedded tag (uniform or shirt worn by the students) will
come out from the reader’s range. Followed by this situation,
a notification will be sent to the school’s administration and
also to the parent to alert the trespassing of school premises
and appropriate action will be taken.

3. In the same way (as said in the point above), the
Government of India should also use this technology in
their prisons to track and monitor prisoners’ activity.

4. RFID technology can also be used in the railway’s
coach compartments to identify the lifting of luggage.
When passengers board a train, he/she must register
their luggage identification number (provided by the
Indian railway at the time of reservation of seats) to the
installed RFID system in each compartment (just like
switching on and off a light or fan). It means passengers
should simply pair the luggage with the embedded
RFID system of their compartment. After a successful
pairing, the passenger may enjoy a fear-less journey
because when a thief will try to de-attach (steal the
luggage) the luggage, the tag or label attached to the
luggage will come out of the reader’s range, followed
by this an alarming sound/light will be triggered in the
compartment.

To identify the thief, we can also close the exit door and

coach connecting doors of the coach followed by this alert if
needed.

9. Security on RFID System

In this section, we have discussed some existing and
proposed security solutions for an RFID system.
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9.1. Attack Ranges of an RFID System

This section introduces various ranges that turn out to be
interesting, concerning the security of an RFID system.
Transmission ranges that are discussed above may become
intruder range in many cases, it has also seemed that a range
that has been declared a safe range may be used to collect
information about the tag, or even an eavesdropper can break
the security of RFID system within such ranges and
frequencies. The following are the five crucial ranges that are
discussed and should be taken into account while designing
an RFID system [9, 29].

a. Nominal Reading Range

According to the standard, a nominal range is a suitable
range for an RFID tag for which it can make communication.
A sender can easily communicate along with their all-defined
protocol effectively [36].

b. Cad Reading Range

This range has some advantages over the above one, in
Rogue Reading Range a modified sender can establish a
connection with tags in a very lucid manner, and can also
perform some modifications such as propagating any type of
signals with more power and frequencies as allowed by the
standard. It may also have a high-gain antenna or an array of
antennae too [30].

c. Tag to Reader Eavesdropping Range

Listening to a private conversation is a serious issue, in
terms of privacy it is called eavesdropping. In this issue,
there is a chance that an unintended reader may listen to the
transmitted signals when a tag wants to make some response
to an intended reader [28]. But it has to be noted that, it’s
only the passive tags that can involve in such eavesdropping
activity. The tag to Reader Eavesdropping Range is always
larger than the rough scanning range; this is because the
reader need not powered the tag because of the read range
limitations [37].

d. Reader to Tag Eavesdropping Range

Misbehaving readers trying to listen to the conversation or
the signal emitted by a reader to a tag (or simply a system)
which is an authentic one. Since the authentic reader
produces a very strong signal to power the intended tag in the
network, the misbehaving tag read this transmitted signal
from a few kilometers away from the system. It should be
noted that here the eavesdropping reader (i e. the
misbehaving reader) is passive in nature and can pose a
greater detection range than the previous one. An
inappropriate reader who is prepared to track a Tag-to-
Reader communication should also track Reader-to-Tag
communication, and the whole communication can be
completely transcribed [41].

e. Detection Range

In this range, one can easily detect a tag or a reader.
However, we cannot capture any intelligible information
within this range. A reader can detect signals that are far
from a tag, and their detection range may be used in the
Department of Defense that needed item-level tagging [10,
42].

9.2. Attacks Against RFID Systems

This section explains varieties of several attacks that could
penetrate the RFID tags and the exploits that an RFID system
may suffer from. Many attacks targeting RFID
communication are not limited to a single layer. In this
category, the attacks that affect multiple layers of the OSI
model are the physical layer, networks layer, applications
layer, and other strategic layers. It covert networks,
infrastructure denial, and study of traffic, and as a result, it
reveals the channel utilization, physical information, traffic
records, and other sensitive information. Thus, crypto side-
channel attacks are especially included in this layer. We
define these attacks as well as ways of defending against
them. We primarily offer eight attacks against RFID tags as
mentioned below.

a. Sniffing and Eavesdropping

To abstain from the implementation of expensive
algorithms, lack of resources for encryption & decryption,
abstain from sharing the keys, etc., most of the system
prefers to have text communication and becomes the victim
of a powerful attack called Sniffing [23, 24]. By using a
Sniffing attack one can retrieve a lot of information from a
conversation. Even a simple RFID tag does not have any
protection wall against such attacks that are acted by a
misbehaving reader. Hence eavesdroppers may use the stolen
information to threaten the intended recipients [37].

b. Tracking

As we have seen earlier, the tracking activity can collect
and correlate stolen information as much as possible;
tracking seems very effective when item-level tagging
presents everywhere simultaneously, and hence one can
easily create a precise profile of a customer. Tracking leads
to a robust loss of privacy.

c. Spoofing

A blank tag is used to copy the secured stolen information
of a targeted tag while the tag has been authenticated by an
intended reader. This happens because many tags in the
market do not support prior authentication while establishing
a secure connection with their intended recipients. This is the
main reason that an attacker can steal and alter its secured
information lucidly by saving the stolen data into a new
blank tag, they use it for future undesirable purposes [43].
After the new tag has been initialized with stolen information,
the attacker then replaces the new tag with an identical tag
whose cost is much higher. The retagged item is then
authenticated at the billing desk and the attacker just had to
pay only for a cheaper one [21].

d. Replay

After seizing the conversation between a tag and an
intended reader, the attacker then waits for a while, after that,
a response made by an intended tag has been saved by the
attacker, and then reused while receiving a query from the
intended reader. For instance, the conversation made by a
proximity card with their Entrance Access Reader (EAR) is
recorded, and then played again at the end of the
authentication session has lapsed. Another situation arises
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when someone can record a response made by a car on an
automated toll collection outlet and then use it (the stolen
response) when it passes through a checkpoint to be
exempted from paying toll tax [22, 25]. These attacks can be
resolved by implementing the Challenge-Response Protocol
(CRP).

e. Denial of Service

There are several forms in which this attack works. One of
them is performed by clogging the frequencies utilized by the
RFID system, thus making conversation difficult. This attack
is also termed Unauthorized tag Disabling. The prime
objective of the attacker is to turn an RFID tag into a form,
such that the intended tag is assumed in a state that is not
functioning properly. This results in the tag becoming either
temporarily or permanently injured. When a tag completely
wraps into a metal foil, it is isolated permanently and cannot
make a request or a response. Isolation also results in the
RFID system not receiving enough energy to respond to a
request or reply to a query [44]. This technique is often used
by attackers to disable Electronic Article Surveillance (EAS)
tags. A more manual intensive attack has seemed as an anti-
RFID activist may attach an arbitrary label on intended items,
and hence the RFID system then gather garbage data, and
attackers achieve their target to discredit and defame the
RFID technology because it breaks the privacy [26, 35].

f. Malware and Virus

We all are fully aware of the attack of a virus on IT
appliances and systems, RFID is also not free from this threat.
RFID viruses are the traditional SQL injection that tries to
exploit the targeted database [11, 23]. Virus directly targets
the backend database of the RFID system since all the
information read from tags is stored in the database.

g. Covert Channels

Attackers can exploit RFID tags to establish unauthorized
channels of communication to covertly transfer information.
Adversaries can take advantage of the unused storage
memory of multiple RFID tags to securely transfer data in a
manner that is hard to detect [45]. A collection of RFID tags
implanted in human bodies, for example, whose main
function would be to identify an individual, may secretly
disclose private information relating to medical details or
social activities.

h. Traffic Analysis

RFID communication is vulnerable to attacks from traffic
analysis. An eavesdropper can intercept communications, and
extract information from a pattern of communication. Even if
the RFID correspondence is secured by encryption and
authentication methods, it is still vulnerable to attacks on
traffic analysis. The greater the number of messages
intercepted, the more successful a traffic analysis would be
[46]. A complete summarized list of more often vulnerable
attacks with their corresponding examples is listed in Table 3.

Table 3. Application of RFID Tags.

Vulnerability Description

Cost .
security control.

Counterfeiting or Decoy
Denial of service (DOS)

Eavesdropping
Physical Attack
Spoofing
Traffic Analysis

The manufacturing cost of an RFID tag and implementation of an RFID system may restrict the degree of privacy as well as

Reading confidential data from an RFID tag is quite possible and creating an identical duplicate tag

Attackers try to disrupt the communication between the tag and the reader. One way to achieve this service of attack is to
connect several tags in the system, This will result in the reader being unable to differentiate the different tags.
Eavesdropper trying to listen to a private conversation between the reader and the tag.

Tampering with RFID tags may leave them invalid (e g., fault induction, timing, and power analysis attacks)

The attacker creates a new tag and tries to replace it with the targeted real tag.

In this technique, an attacker tries to scale the data transfer rate to analyze the exact location of the targeted tag.

9.3. Current Security Solutions of RFID System

It explains the strategies that are used to beat all those
attacks that make an RFID tag vulnerable. After that, this
section discussed all those attacks which are taken against the
RFIS system. Since RFID equipment turns into more stylish
and product stage tagging guarantees greater control and a
big reduction in supply chain management, firms also used to
tag their product to protect their manufacturing product from
unauthorized access. To get a large profit, firms also made it
mandatory for almost all products that are shipped to a
corporation. For instance, Wall-Mart, Examiner and Glory,
and the US Defence Department called upon respective
suppliers to promote product-level tagging [23, 25]. Even so,
besides the goods and the objects, animal tagging is pretty
popular in big farming for monitoring the activity of an
animal in a herd. Additionally, the tagging of human beings
has also been seen. Anti-RFID activists develop some
situations to exhibit feasible exploits if any measures are not

used [35]. The best-known one is the felonious scanning of
tags to generate the end user's profile. Some other situations
are, scanning the drugs of one that contains conjecture just to
identify what disease the individual might be suffering. Or
even a robber can scan a group of people and identify the
person who is carrying precious items [21, 46].

9.4. Possible Security Solution for RFID System

The protection and privacy concerns surrounding RFID are
discussed in many ways. They can be grouped into:

1. Tag Data Security

2. Maintaining Reader Integrity

3. Personal Privacy

4. Improved Hash Lock

9.4.1. Solutions for Tag Data Security

In this section we have discussed some points related to
the security of RFID tag data, they are:

a. Password Protection on Tag Memory



83 Shabbir Hassan ef al. Ubiquitous Computing with Radio Frequency IDentification Tags

We may use a long alphanumeric password to encrypt the
tag's embedded data, which prevents anyone from reading the
tags without the intended owner's consent. Nevertheless, if
all tags have identical passwords, the data become essentially
public when the tag does not have any password. However,
there may be millions of passwords that must be indexed
every day, but a brute comparison will be required to meet
the valid tag data and its associated metadata.

b. Physical Locking of Tag Memory

The tag provider may protect the sensitive tag data such as
a unique identifier, and session ID into the tags before
releasing it. In other words, we must embed the essential
prerequisite information of the tag data during the production
time and set the memory type of the tag as read-only, so that
no further modifications are to be done. By doing so, we can
verify that, whether the tag is original or not. The only
problem associated with this approach is that the tag's data
further cannot be updated. However, this problem can be
resolved by having an additional memory attached to the tag.

c. Authentication of the “manufacturer” in tag memory

We should encrypt the tag data by using a private key
which is referred to as the digital sign process of the tag, and
save the encrypted data into additional auxiliary memory
associated with the manufacturer's name. Which will serve as
a reference to the public key and for the algorithm used in a
non-encrypted fashion. To check the validity of the encrypted
data, a reader must compare the manufacturer's name and
other non-encrypted information on the tag to check whether
the fetched information is matching with the information
provided by the intended manufacturer or not. However, if
the RFID reader wants to update the embedded tag
information with a new one, then there must require a key
management technique to establish the session.

9.4.2. Solutions for RFID Readers' Integrity

In this section we have discussed some points related to
the security of reader’s data, they are:

a. Reader Protection

A Reader may deny tag responses as per the anomalies
found in response time, attenuation, frequency fluctuations,
irregular response, and other factors that do not match the
tag’s intended physical properties [26]. This technique may
avoid traffic delays, spoofing, and eavesdropping on the tag’s
reader communication. A reader may also generate a
frequency of variant bandwidth and program the tag to
respond only at a pre-defined value of the bandwidth of the
reader. By doing so, third parties (except for a valid tag)
cannot sense the frequency emitted by the reader. Hence the
system can be protected from a side-channel attack.

b. Read Detectors

Custom firmware can be mounted in an RFID system to
monitor unauthorized requests of a read. Such read detectors
can be used to detect an unauthorized read or write request
for tag data [28].

9.4.3. Solutions for Personal Privacy
In this section we have discussed some points related to
the security of reader’s data, they are:

a. Kill the tag

We can completely "disable" an RFID tag by executing a
"kill" command to the read-only content of the tag data. This
will ensure that the tag will never be re-activated. Executing
the "kill" command will disconnect the tag connection from
their antenna, as a result, it cannot be detected even if it
comes close to the reading range. By doing so, we can
protect the sensitive data (such as bank details, ATM PIN,
etc.) of a customer who has purchased the product. However,
there may be some cases where tags may not be killed. For
example, when a customer wants to return or exchange a
purchased product, then the retailer will have to re-activate
the tag to fetch the sold information [47].

b. Faraday Cage

An RFID tag with metal mesh or a foil jar can be used to
block radio waves of a certain frequency and is referred to as
a "Faraday Cage" [28]. Set the intended reader with a pre-
defined frequency to communicate with the tag. By doing so,
we can curb the concurrent tag detection to avoid the co-
relation attack [29].

c. Active Jamming

Active jamming of RF signals refers to the use of a radio
signal device to intentionally confuse any RFID user. This
form of physical defense could also unintentionally disrupt
the surrounding RFID systems [12, 45]. The use of such a
device, though, could be unconstitutional, based on the
system's transmitting capacity and the government laws, as
all surrounding RFID devices are at risk of severe disruption
if the jamming power is too high.

9.4.4. Improved Hash Lock

A hash lock is a customized hash function that is used to
ensure the communication between a tag and the reader has
been established or not. It is being used to achieve the state
of locking and unlocking of request and response flags to
secure and achieve atomicity in connection. But the issue of
the privacy leak and the middle RFID attack are easily
encountered in this technique [44]. This section proposed a
novel approach called Random Hash Function ‘H’ to
improve the performance of the existing hash function h (x).
We have implemented the ‘H’ in two variants/overloaded
signatures, the H (¢) V » € {TagID,} and the H (s, p) V n €
{ReaderID,} is used to solve these problems. The proposed
method works fine and can be implemented in a system
having at most 25000 tags. In the subsequent section
(sections (a), (b), and (C) of 9.4.4) the working principle of
the Random Hash Function H, Reader Certification of H, and
update state mechanism of TagID and ReaderID has been
discussed. However, the proposed method has some
limitations with large networks of tags, which are discussed
in section 9.4.4.1.

a. Working Principle

In this approach, the unique identification number of tags
(TagID) and readers (ReaderID) are maintained by each other.
It means the tag will have the ReaderID of a reader and vice
versa. Suppose there are several readers and many tags
present in a network, and a reader sends a request to get a
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ReaderID, then the reader may get the same or different
ReaderID in response. On getting the same ReaderID, there
is no problem so far, but if the reader gets a different
ReaderID as a response, then we will verify the identity of
this reader. Since each tag is associated with some ReaderID,
thus we will maintain a lookup Table (refer to Figure 9) of
TagID corresponding to their intended ReaderID. So, on

ReaderID: [R101]

—
(=}

request for
RI101]

TagID: (T123)

getting a different ReaderID as a response, the control
immediately transfers (refer to edge 1.2 of Figure 9) on the
lookup Table to get a TaglD to correspond to the response
ReaderID (R101 in this case). So it is the tags that will decide
whether a reader has verified or not. The complete scenario is
shown in Figure 9.

| wo |
N
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Lookup Table

response as
[R101] or
something else

Figure 9. Working principle of the randomized hash function ‘H’

b. Reader Certification

Before responding to a reader, the readers and tags decide
the certification process, and let the reader obtain the TagID.
As the reader's ReaderID is completely stored in the tag's
auxiliary memory, the responsible reader gets identified by
tag through this ReaderID. Since a tag does not reply without
the prior permission of a reader, thus an eavesdropper cannot
monitor the session activity. Moreover, this method of
controlling the authority is based on PRNG so it would also
help the opponent to disguise their attempt. If a reader
request has been received by the RFID tag, a random number
k is generated and transmitted to the reader, on receiving it,
the reader sends it back to the reader database, which
computes whether the H (TagID) = H (ReaderID, QUEUE)
and sends H (TagID) back to the reader, the reader
transmitted H (TagID) to the mark. RFID tags also measure
H (ReaderID, NEW), but tags then compare an H (TaglID)
and whether the reader values are equal or not. The reader
passes the certification if equal, and the label will give it
some relevant TagID information; if not equal, the reader is
not certified to be shielded. Get TaglD: is responded to the
Hash  Authentication  reader (TaglD) after reader
certification. If the H (TaglID) value is obtained by the reader,
the reader interacts with the backend database and searches
for the data H (TagID, H (TaglID)), and the readers get the
TaglID. The eavesdropper does not know the value of the H
(TagID) even though the mark sends its value because it
cannot decide the relationship between TagID and H (TagID).

c. TagID and ReaderID Update

During the transformation of an item from one place to
another place, the intended reader (before transfer) also shift
from the old to a new place. Now, the new reader starts to
access the H (TagID) value of the moving tag and
continuously saves it to the Hash Table (or lookup Table) of
the database. The Hash Table contains a list of ReaderID
corresponding to each TaglID and starts comparing for a valid
match. After getting a proper match (when a valid ReaderID
is obtained TagID for a moving tag), this new ReaderID is
assigned and transferred to the new reader. When this reader
receives the New ReaderID, then we will XOR the ReaderID
and OldReaderID together and the XOR value is sent to the
RF tag. By doing so, we can get the following advantages.

Since an opponent eavesdropper can produce H (TagID)
during the certification process, it is unable to validate it, as
we have to continuously change the hash value H (TaglID) at
each time of the certification, the older value of certification
is becoming meaningless for the newer one. When the
certification process is over, the tag will output a hash value
H (TagID) instead of a TagID. Since a hash function H (°) is
a one-way trapdoor function, thus their reverse engineering is
impossible. So even if an opponent gets the H (TagID) (a
hash value) then he cannot convert it into the corresponding
TaglD. In short, even after successful eavesdropping between
a tag and a reader, the TaglID cannot be determined.

Limitation of H (¢) and H (*, 1)

Due to the space and time complexity of the proposed
Random Hash Function ‘H’, the approach is found suitable
for a network having at most 25000 tags connected to
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exchange data concurrently.

10. Conclusion and Future Work

The paper highlights the theory and practical need for an
RFID system, its design, architecture, working principles, and
application along with the associated limitations. Although the
wide use of RFID is still stuck by various limitations and
unresolved issues. To develop and implement efficient sensor-
based IT solutions, we have provided the possible use-case and
implementation of the RFID system in more possible aspects.
Besides the current applications, to manage the degree of
fatality concerning crowd size, a novel approach has been
proposed (in sub-section 8.3), that will help in managing any
mass gathering, risk assessment, and detecting the fore coming
tragedy. In this section, other possible RFID applications are
for the Indian railway to manage and track the current location
of the train, and provide passenger luggage protection inside
the railway coach. Apart from this, school student/employee
tracking and other confined methodologies have been
proposed. When RFID systems are more commonly deployed,
security becomes a major concern and till now several
cryptographic attacks have been reported like DOS, DDOS,
replay and monitoring, side-channel attacks, etc. We have
discussed some other use cases where attacks are easily made
to reveal the sensitive data and internal state of the system. To
improve the results of the existing security solution, a novel
approach for tag and reader data protection has been provided
in section 9. The section provides an astute algorithmic
approach called a randomized hash function which uses a
lookup table to implement the proposed algorithm (refer to
section 8.3) and seems to be more secure against the above-
mentioned well-known cryptographic attacks.
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