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Abstract

This study presents a comprehensive synthesis of artificial intelligence driven approaches for zero-day attack detection,
addressing the growing limitations of traditional signature-based intrusion detection systems in dynamic and evolving cyber
environments. The review examines major detection paradigms, dataset utilization patterns, and performance trends across
widely adopted cybersecurity benchmarks such as NSL-KDD, UNSW-NB15, CICIDS2017, BoT-loT, and ToN-loT. The
analysis reveals a clear progression from classical machine learning techniques, which rely heavily on handcrafted features, to
more advanced deep learning and hybrid frameworks that leverage automated feature representation and behavioural modelling.
These modern approaches have significantly improved detection capability, particularly in identifying complex and previously
unseen attack patterns. However, despite these advancements, several critical challenges remain. These include limited dataset
realism, weak cross-domain generalization, high computational overhead, vulnerability to adversarial manipulation, and lack of
model interpretability, all of which constrain real-world deployment. In response to these limitations, this study proposes a
unified adaptive hybrid detection framework that integrates anomaly-based monitoring, supervised classification, deception-
driven intelligence, and predictive threat forecasting within a single architecture. Furthermore, the paper outlines key future
research directions aimed at enhancing dataset diversity, improving model robustness, and advancing explainable artificial
intelligence techniques. These contributions provide a strategic foundation for developing scalable, interpretable, and resilient
intrusion detection systems capable of operating effectively in modern heterogeneous cybersecurity environments.
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1. Introduction

The rapid expansion of digital technologies and intercon-
nected computing environments has significantly reshaped the
cybersecurity landscape. Modern organizations now rely
heavily on cloud computing, industrial systems, mobile plat-
forms, and Internet of Things infrastructures to support critical
operations. While these advancements have improved effi-
ciency and connectivity, they have also widened the attack
surface, making systems more vulnerable to increasingly so-
phisticated cyber threats. As a result, traditional security
mechanisms are often unable to cope with the dynamic and
evolving nature of modern attacks [1, 2].

Among the various forms of cyber threats, zero-day attacks
remain one of the most critical challenges. These attacks ex-
ploit unknown vulnerabilities before patches or signatures are
developed, making them extremely difficult to detect using
conventional signature-based intrusion detection systems.
Several studies have shown that reliance on predefined attack
patterns limits the ability of traditional systems to respond ef-
fectively to emerging threats [3, 4]. This has driven the need
for more intelligent and adaptive detection approaches capa-
ble of identifying previously unseen attack behaviours.

Artificial intelligence has emerged as a promising solution
for addressing these challenges. Machine learning techniques
such as Random Forest, Support Vector Machines, and en-
semble models have demonstrated strong performance in de-
tecting cyber-attacks by learning patterns from network traffic
data rather than relying on static rules [5, 6]. These approaches
have improved detection accuracy and reduced reliance on
manual feature engineering.

More recently, deep learning methods have gained attention
due to their ability to automatically extract complex and hier-
archical features from large-scale data. Techniques such as
convolutional neural networks, recurrent neural networks, and
attention-based models have been successfully applied to cap-
ture both spatial and temporal characteristics of cyber threats
[3, 7]. These models have shown improved capability in iden-
tifying multi-stage and evolving attack patterns.

In addition to supervised learning, anomaly detection ap-
proaches have been widely explored for zero-day attack de-
tection. These methods focus on learning normal system be-
haviour and identifying deviations that may indicate malicious
activity. Techniques such as autoencoders and isolation for-
ests have shown strong potential in detecting previously un-
seen attacks without prior labeling [8, 9]. Hybrid approaches
that combine anomaly detection with supervised learning have
further improved detection robustness and adaptability.

Despite these advancements, several limitations remain.
Many studies depend heavily on benchmark datasets, which
may not accurately represent real-world traffic conditions,
thereby limiting model generalization. In addition, deep learn-
ing models often require high computational resources, mak-
ing deployment difficult in resource-constrained environ-
ments such as 10T and edge systems [10, 11]. Other challenges
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include data imbalance, adversarial attacks, and the scarcity of
high-quality labeled datasets for zero-day scenarios.

Given these challenges, there is a strong need for a compre-
hensive and structured synthesis of existing research efforts.
This study therefore presents a systematic review of artificial
intelligence-driven approaches for zero-day attack detection.
The review focuses on detection techniques, datasets used,
performance trends, and existing research gaps, with the aim
of providing clear insights and guiding future research direc-
tions in this rapidly evolving field.

2. Literature Review

Research on zero-day attack detection has evolved signifi-
cantly in recent years due to the increasing sophistication of
cyber threats and the limitations of traditional signature-based
intrusion detection systems, which are often ineffective in
identifying previously unseen attacks [3, 12]. Existing studies
can broadly be categorized into classical machine learning ap-
proaches, deep learning-based detection frameworks, anom-
aly-driven detection strategies, hybrid intelligent defence ar-
chitectures, and deception-based cybersecurity analytics, all
of which have been explored to enhance detection capability
and adaptability in modern cybersecurity environments [2, 10].

2.1. Classical Machine Learning Approaches
for Intrusion Detection

Early research on intrusion detection largely focused on
classical machine learning techniques such as decision trees,
support vector machines, K-nearest neighbour, and random
forest models. These approaches were effective in identifying
known attack patterns by learning relationships between net-
work traffic features and predefined labels [1]. For instance,
models such as XGBoost and CatBoost achieved very high
detection accuracy when combined with feature reduction
techniques, showing the strength of traditional machine learn-
ing in structured environments [1].

However, despite their strong performance, these methods
depend heavily on labelled datasets and predefined attack sig-
natures. As a result, they often struggle to detect zero-day at-
tacks, which do not follow previously known patterns. This
limitation has been widely recognized, as many studies have
shown that classical models fail to generalize effectively to
unseen or evolving cyber threats [2, 13].

2.2. Deep Learning-Based Detection
Frameworks

With the increasing availability of large-scale cybersecurity
datasets, deep learning techniques have gained significant at-
tention for intrusion detection. Models such as convolutional
neural networks, recurrent neural networks, and transformer-
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based architectures have shown strong capability in automati-
cally learning complex patterns from network traffic data [3].

Deep learning models can significantly reduce detection
time by shifting from static signature-based methods to behav-
ioral analysis [3]. Similarly, a transformer-based framework
that achieved high detection accuracy and strong robustness
against adversarial attacks was introduced [14]. Other studies
have also shown that deep learning models can achieve accu-
racy levels above 97% in detecting zero-day attacks [14, 15].
Despite these advantages, deep learning models require large
amounts of labelled data and high computational resources.

This makes them difficult to deploy in real-time environments,

especially in resource-constrained systems such as 10T net-
works. In addition, issues such as overfitting, model interpret-
ability, and vulnerability to adversarial attacks remain signif-
icant challenges [10, 16].

2.3. Anomaly Detection Techniques for
Zero-day Threat Identification

Anomaly detection techniques have become an important
approach for identifying zero-day attacks. Unlike supervised
learning methods, these techniques focus on learning normal
system behavior and detecting deviations as potential threats.
This makes them particularly suitable for detecting unknown
attacks [5].

Isolation Forest and deep neural networks can effectively
identify anomalous traffic patterns associated with zero-day
attacks [5]. Similarly, Autoencoder-based models outperform
traditional methods in detecting complex and previously un-
seen attack patterns [17]. However, anomaly detection meth-
ods often produce high false positive rates, especially in dy-
namic environments where normal behavior changes over
time. This can reduce their reliability in real-world deploy-
ment. In addition, many studies rely on simulated datasets,
which may not fully represent real network conditions [8, 18].

2.4. Hybrid Intelligent Intrusion Detection
Systems

To overcome the limitations of individual approaches, hy-
brid intrusion detection systems have been proposed. These
systems combine multiple techniques such as machine learn-
ing, deep learning, and anomaly detection to improve overall
performance. A hybrid model that integrates autoencoders
with supervised classifiers was developed, achieving near-
perfect detection accuracy on unseen data [19]. Similarly,
LSTM was combined with Isolation Forest to improve detec-
tion performance for zero-day attacks, achieving high accu-
racy and low false positive rates [20]. Hybrid models have
been shown to provide better detection accuracy and robust-
ness compared to single-model approaches. However, they are
often complex and computationally expensive, which can
limit their practical implementation in real-time systems [2,
10].

2.5. Deception-Based Cybersecurity Analytics

Deception-based approaches such as honeypots have also
been explored as proactive strategies for zero-day attack de-
tection. These techniques involve creating decoy systems to
attract attackers and collect valuable data for analysis. Inte-
grating machine learning with deception mechanisms signifi-
cantly improves detection performance and provides proactive
defense against cyber threats [6]. Similarly, honeypot-based
data collection was used to generate real-world attack datasets,
enabling more accurate analysis of attack behavior [21].

Although these approaches provide valuable insights, they
may introduce bias due to the use of simulated or controlled
environments. This can affect the generalization of models
when applied to real-world scenarios [21].

2.6. Taxonomy of Artificial Intelligence Driven
Zero-day Detection Approaches

To provide a clearer analytical comparison of existing ap-
proaches, Table 1 summarizes the strengths, limitations, and
operational characteristics of major zero-day detection para-
digms identified in literature.

Existing research on intelligent intrusion detection demon-
strates significant methodological diversity in the develop-
ment of artificial intelligence driven zero-day attack detection
frameworks. Based on underlying learning paradigms, detec-
tion objectives, and operational deployment strategies, current
approaches can be broadly categorized into five major groups.
This taxonomy provides a structured lens for understanding
the evolution of intelligent cyber defence mechanisms and
highlights the progression from traditional classification-
based techniques toward adaptive and intelligence driven
threat detection architectures.

Taxonomy of Al-Driven Zero-Day Detection Techniques

AI Driven Zero-Day Detectlon

//\\

Hybrid IDS

Classrcal ML] Deep Learnmg Anomaly De!ectton

[Classical ML] [ Hybrid IDS ) Deception Driven
Threat Inteigence

Systems

[ Deep Learnmg]

Figure 1. Taxonomy of Al-Driven Zero-Day Detection Techniques.

Figure 1 Taxonomy of Al-Driven Zero-Day Detection
Techniques presents a structured classification of intelligent
detection paradigms used in cybersecurity research. The dia-
gram shows that Al-driven zero-day detection evolves from
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classical machine learning and deep learning approaches to-
ward anomaly detection and hybrid intrusion detection sys-
tems. It further highlights the integration of deception driven
threat intelligence mechanisms as an advanced strategy for
proactive cyber threat monitoring and adaptive defence.
Table 1 presents a comparative evaluation of major zero-
day detection paradigms, highlighting their core techniques,
strengths, and operational limitations. Classical machine

learning methods offer interpretable and computationally ef-
ficient detection but struggle with unseen threats. Deep learn-
ing improves feature learning and detection accuracy at higher
computational cost. Anomaly and hybrid approaches enhance
zero-day detection capability, while deception-driven systems
support proactive intelligence gathering, though concerns re-
main regarding false alarms, complexity, and dataset realism.

Table 1. Comparative Evaluation of Zero-Day Detection Paradigms.

Core Techniques Key Strengths

Interpretable models, lower
computational requirements, effective
for known attacks

DT, SVM, KNN, RF

Automated feature extraction, ability
to capture complex temporal and spa-
tial patterns

CNN, RNN, LSTM,
Transformer models

Autoencoders, Isolation
Forest, clustering algo-
rithms

Detects previously unseen attacks by
modelling normal behaviour

Combination of anomaly
detection and supervised
learning models

Improved robustness, better generali-
zation across attack types

Generates realistic attack intelligence,
supports proactive threat detection

Honeypots, Honeynets, de-
ception platforms

2.7. Synthesis of Literature

The reviewed studies show that zero-day attack detection
has evolved from classical machine learning approaches to
more advanced deep learning and hybrid frameworks. Classi-
cal methods provide simplicity and efficiency but lack the
ability to detect unknown threats. Deep learning models im-
prove detection accuracy by learning complex patterns, while
anomaly detection methods enable the identification of previ-
ously unseen attacks [2, 3].

More recent studies emphasize hybrid frameworks that
combine multiple techniques to enhance detection perfor-
mance and robustness. These approaches have shown promis-
ing results in controlled environments, achieving high accu-
racy and improved detection rates [14, 19].

However, several challenges remain unresolved. These in-
clude limited availability of high-quality datasets, class imbal-
ance, computational complexity, vulnerability to adversarial
attacks, and lack of real-world validation. These limitations
highlight the need for more adaptive, scalable, and intelligent
frameworks capable of handling evolving zero-day threats in
diverse environments [10, 16].

50

. Lo Zero-Day Detec-  Computa-
Major Limitations tion Capability tional Cost
Heavy dependence on
handcrafted features and Moderate Low
labelled datasets
Requires large training da-
tasets and significant compu-  High High
tational resources
Higher false positive rates in
dynamic network environ- Very High Moderate
ments
Architectural complexity and . .
training overhead Very High High
Synthetic or simulated traffic High Moderate

may introduce bias

2.8. Challenges and Limitations of Existing
Zero-day Detection Systems

The comparative analysis of the reviewed studies reveals
several persistent challenges affecting the effectiveness and
real-world deployment of artificial intelligence driven intru-
sion detection systems. One major limitation is the continued
reliance on benchmark datasets such as NSL-KDD, UNSW-
NB15, and CICIDS2017, which may not fully represent mod-
ern network traffic conditions or evolving cyber threats [2, 22].

In addition, dataset imbalance and limited representation of
low-frequency and stealthy attack behaviours reduce detection
reliability, especially in heterogeneous environments such as
Internet of Things and industrial systems [10, 11].

Several studies also highlight the scarcity of high-quality
labeled datasets for zero-day attacks, which limits the effec-
tiveness of supervised learning models and reduces their abil-
ity to generalize across different environments [16, 26]. Alt-
hough deep learning and hybrid models demonstrate strong
detection capability, their computational complexity and
scalability challenges hinder deployment in real-time and re-
source-constrained environments [8, 14].
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Furthermore, many detection systems remain vulnerable to
adversarial manipulation, where attackers craft inputs that
mimic normal behaviour to evade detection [10, 20].

Another important limitation is the lack of explainability in
complex models, which reduces transparency and affects trust
in automated detection systems [7, 18].

Finally, the limited integration of proactive mechanisms
such as threat forecasting, continual learning, and deception-
based intelligence indicates that many current systems remain
reactive rather than adaptive [6, 24].

2.9. Synthesized Research Gaps

Based on the reviewed studies, several key research gaps
are identified. First, there is a lack of realistic and heterogene-
ous datasets that accurately capture evolving zero-day attack
behaviours across diverse environments [10, 18]. Second,
many studies report high detection performance using single
datasets, raising concerns about overfitting and limited gener-
alization across different network environments [19, 29].

Third, cross-domain validation remains insufficient, as
many models fail to maintain consistent performance when
applied to different datasets or operational contexts [13, 30].
Fourth, computational overhead associated with deep learning
and hybrid models limits real-time deployment, particularly in
large-scale and resource-constrained systems [8, 14].

Fifth, many detection systems remain vulnerable to adver-
sarial attacks and evolving threat strategies, highlighting the
need for more robust and adaptive frameworks [10, 16]. Sixth,
there is limited integration of predictive and proactive defence
mechanisms capable of identifying threats before exploitation
occurs [6]. Finally, the lack of explainable and transparent de-
cision-making processes in many models limits their adoption
in practical cybersecurity operations [7]. These gaps highlight
the need for adaptive hybrid intrusion detection frameworks
that support cross-domain learning, real-time deployment, ex-
plainability, and proactive threat intelligence integration.

3. Methodology

This study adopts a systematic review methodology to iden-
tify, analyze, and synthesize existing research contributions
on artificial intelligence driven zero-day attack detection. A
structured literature search strategy was employed to ensure
comprehensive coverage of relevant scientific publications
across multiple cybersecurity research domains.

3.1. Justification for PRISMA-Based Study
Selection

The Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) framework was adopted in this
study to ensure transparency, reproducibility, and methodo-
logical rigor in the literature selection process. The PRISMA
approach provides a structured mechanism for identifying,
screening, and selecting relevant studies while minimizing se-
lection bias and improving the reliability of synthesized find-
ings (See Figure 2).

In the context of zero-day attack detection research, where
studies vary significantly in datasets, methodologies, and
evaluation strategies, the use of PRISMA supports consistent
filtering and ensures that only relevant and high-quality stud-
ies are included. Furthermore, it enhances the traceability of
the selection process, thereby strengthening the credibility and
scientific validity of the review.

3.2. Literature Search Strategy

Relevant studies were retrieved from major scientific data-
bases, as summarized in Table 2. The search process involved
the use of predefined keyword combinations presented in Ta-
ble 3. In addition, Boolean operators and keyword variations
were systematically applied to enhance search sensitivity and
broaden coverage, ensuring the inclusion of interdisciplinary
studies related to behavioural intrusion detection and intelli-
gent cyber defence mechanisms. The formulated search
strings are detailed in Table 4.

Table 2. Database sources for thematic analysis.

SIN Database Source Purpose of Inclusion
! Scopus intelligence
2 IEEE Xplore -
security systems.
3 SpringerLink
4 ScienceDirect
5 ACM Digital Library
6 Google Scholar

Comprehensive indexing of high-quality journal publications in cybersecurity and artificial

Access to conference proceedings and technical papers related to intrusion detection and intelligent

Retrieval of interdisciplinary cybersecurity research and machine learning applications
Inclusion of engineering and computer science journal articles relevant to intelligent threat detection
Access to cutting-edge research in network security, data analytics, and cyber defence frameworks

Supplementary search to capture recently published or cross-disciplinary studies
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Table 3. Literature Search Strategy.

To retrieve studies specifically addressing detection of unknown or previously unseen

To capture general research on network intrusion detection frameworks and security moni-

To identify studies applying classical machine learning techniques to cybersecurity prob-

To retrieve research involving neural network-based detection models and automated fea-

To include studies focusing on behavioural deviation modelling and unsupervised threat

To capture broader artificial intelligence-driven cyber defence architectures and adaptive

Table 4. Boolean Search Strings Used for Literature Retrieval.

Purpose

To retrieve studies focusing on detection of previously unseen
cyber threats within intrusion detection frameworks.

To identify research applying classical machine learning tech-
niques to cyber threat detection.

To capture studies using deep neural architectures for behavioural
traffic analysis and attack classification

To include research addressing unsupervised or semi-supervised
detection of abnormal network activities

To retrieve studies proposing integrated detection architectures
combining multiple analytical paradigms.

SIN Keyword / Search Phrase Purpose of Use
1 Zero-day attack detection cyber threats
2 Intrusion detection system . .
toring mechanisms
3 Machine learning cybersecurity lems
4 Deep learning intrusion detection .
ture learning approaches
5 Anomaly-based cyber-attack de-
tection identification
6 Intelligent network security .
security systems
SIN Search String Formulation
1 ("zero-day attack" OR "unknown attack') AND ("intrusion
detection” OR "IDS")
("machine learning" OR "classification") AND ("cyberse-
curity” OR "network security")
3 ("deep learning" OR "neural network™) AND (“intrusion
detection" OR "network anomaly")
4 ("anomaly detection” OR "behavioural analysis") AND
("cyber-attack™ OR "network intrusion")
5 ("hybrid intrusion detection” OR "ensemble IDS™) AND
("cyber defence" OR "threat detection™)
6 ("honeypot" OR "deception system™) AND (“threat intelli-

gence"” OR "attack detection™)

3.3. Inclusion Criteria

Studies considered relevant to the objectives of this review
were selected based on clearly defined inclusion conditions.
These criteria were applied to ensure that only high-quality

To identify research on deception-based cybersecurity analytics
and proactive threat monitoring.

and methodologically appropriate research contributions re-
lated to artificial intelligence driven intrusion detection were
retained for detailed analysis. A summary of the inclusion re-
quirements used during the study selection process is pre-
sented in Table 5.

Table 5. Summary of inclusion Criteria.

SIN Inclusion Criterion Description

1 Peer-reviewed publications

52

Only journal articles and conference papers that underwent peer review were considered
to ensure scientific quality and credibility
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SIN Inclusion Criterion Description
5 Artificial intelligence-based intru-
sion detection focus
3 Empirical experimental validation
4 Relevance to unknown or evolving
cyber threats
5 Publication time window

3.4. Exclusion Criteria

Studies that did not meet the defined relevance and quality
requirements were excluded from this review. The exclusion

Studies investigating machine learning, deep learning, anomaly detection, or hybrid in-
telligent techniques for intrusion detection were included

Selected papers were required to present experimental evaluation results using bench-
mark or real cybersecurity datasets

Research addressing detection of zero-day attacks, anomaly-based intrusion detection, or
adaptive cyber defence mechanisms was prioritized

Only studies published between 2009 and 2026 were included to capture contemporary
developments in intelligent cybersecurity research

process was guided by specific criteria aimed at ensuring
methodological rigor and thematic alignment with artificial
intelligence driven intrusion detection research. A summary
of the exclusion conditions applied during the screening pro-
cess is presented in Table 6.

Table 6. Exclusion Criteria for Study Selection.

Editorials, opinion papers, blog articles, white papers, and unpublished manuscripts were

Studies that did not provide empirical validation using cybersecurity datasets or real network

Papers focusing solely on cryptography, access control, malware analysis without intrusion de-
tection context, or general network optimization were excluded

Duplicate records retrieved from multiple databases were removed during the screening process

Studies lacking clear description of detection techniques, dataset usage, or evaluation metrics

SIN Exclusion Criterion Description
1 Non-peer-reviewed
publications excluded to maintain scientific rigor
p Lack of experimental eval-
uation traffic were excluded
3 Irrelevant research focus
4 Duplicate publications
5 Insufficient methodological

description were excluded

3.5. Study Selection Process

The study selection process followed a structured and sys-
tematic approach to ensure the inclusion of relevant and meth-
odologically sound studies. An initial total of 95 publications
were identified through comprehensive searches across se-
lected scientific databases. Following the removal of duplicate

records, 80 unique studies remained for preliminary screening.

Subsequent title and abstract screening was conducted to as-
sess relevance to artificial intelligence-driven intrusion detec-
tion and zero-day attack analysis. Studies that did not directly

53

address the research focus or lacked empirical validation were
excluded, resulting in a reduced set of 45 articles for full-text
assessment. During the eligibility stage, each study was criti-
cally evaluated based on methodological rigor, dataset utiliza-
tion, and the clarity and completeness of reported performance
metrics. Articles with insufficient experimental detail, ambig-
uous evaluation procedures, or limited relevance to zero-day
attack detection were excluded. As a result, a final set of 30
studies was selected for detailed synthesis and comparative
analysis. This systematic filtering process ensured that the se-
lected studies represent diverse methodological approaches
while maintaining consistency, relevance, and scientific rigor.
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Figure 2. PRISMA Flow Diagram of Study Selection Process for
Zero-Day Attack Detection Review.

Figure 2 illustrates the structured study selection process
employed in this review using the PRISMA framework. A to-
tal of 95 records were initially identified through database
searching. After duplicate removal, 80 records remained and
were subjected to title and abstract screening. During this
stage, 35 records were excluded based on predefined rele-
vance criteria. A total of 45 full-text articles were subse-
quently assessed for eligibility, out of which 15 were excluded
due to insufficient methodological rigor or lack of focus on
artificial intelligence-based zero-day attack detection. Ulti-
mately, 30 studies were included in the qualitative synthesis

for detailed analysis.

3.6. Study Quality Assessment

To ensure methodological rigor and enhance the reliability
of the review findings, each selected study was evaluated us-
ing a structured quality assessment framework. The assess-
ment was designed to capture key dimensions of research
quality, including dataset relevance, methodological sound-
ness, evaluation completeness, and practical applicability to
real-world cybersecurity environments. Each study was as-
sessed using a standardized scoring scheme ranging from 1 to
5 across four core criteria:

(a) Dataset quality and realism, which considers whether
the study makes use of data that is diverse and closely reflects
real cybersecurity environments

(b) Methodological soundness, which examines how well
the proposed detection approach is designed, including its
clarity, structure, and overall reliability

(c) Evaluation completeness, which looks at whether the
study uses appropriate performance measures and proper val-
idation methods to assess the model

(d) Relevance to zero-day attack detection, which evaluates
how well the study contributes to identifying new or previ-
ously unknown cyber threats

The cumulative score obtained across these criteria was
used to classify studies into high-quality, moderate-quality,
and low-quality categories. This classification enabled a more
structured synthesis of findings and ensured that the analysis
prioritizes studies with strong methodological foundations
and practical relevance.

Table 7 outlines the criteria used to assess the quality of the
selected studies. The framework ensures that the review is
based on research that is both methodologically sound and
practically relevant. It considers key aspects such as the use of
realistic datasets, the clarity and reliability of the proposed
methods, and the completeness of performance evaluation. It
also examines how well each study reflects real-world appli-
cation. This approach allows for fair comparison and helps
identify studies with stronger contributions.

Table 7. Study Quality Assessment Criteria.

Criterion Description

Dataset Quality
Methodological Rigor
Evaluation Metrics

Real-world Relevance

Use of realistic and diverse datasets
Clarity and robustness of model design
Use of comprehensive metrics (Accuracy, Recall, AUC, etc.)

Applicability to practical deployment scenarios

54

Score Range

1-5
1-5
1-5
1-5
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3.7. Bias and Limitations in Study Selection

Despite the structured selection process, potential sources
of bias may exist in the reviewed literature. First, publication
bias may influence the inclusion of studies reporting higher
performance results, as studies with lower accuracy or nega-
tive outcomes are less frequently published.

Second, dataset bias remains a significant concern, as many
studies rely on a limited number of benchmark datasets, which
may not accurately represent real-world network environ-
ments. This can lead to inflated performance estimates and re-
duced generalization capability.

Third, methodological bias may arise from variations in ex-
perimental design, including differences in preprocessing
techniques, feature selection methods, and validation strate-
gies.

To mitigate these effects, this study incorporates compara-
tive analysis across multiple studies, emphasizes dataset di-
versity, and critically evaluates reported performance results
to ensure balanced and objective interpretation.

4. Results and Discussion

This section presents the key findings obtained from the
analysis of zero-day attack detection studies. It discusses
how different datasets, detection methods, and evaluation
approaches influence performance outcomes. The results are
examined to highlight trends, strengths, and limitations of
existing models, while also providing insights into their
practical applicability in real-world cybersecurity environ-
ments.

4.1. Dataset Analysis

The effectiveness of artificial intelligence driven zero-day
attack detection frameworks is strongly influenced by the na-
ture and quality of datasets used during model development
and evaluation. Evidence from the reviewed studies indicates
that detection accuracy and model robustness are closely
linked to dataset diversity, realism of network traffic, and the
ability to represent evolving cyber-attack patterns [2, 10]. For
instance, several studies reported high detection accuracy
when models were trained and tested on structured benchmark
datasets; however, such performance often declines when ex-
posed to more complex or real-world environments.

Although benchmark intrusion detection datasets provide a
controlled environment for evaluating algorithm performance,
they may not fully reflect real operational network conditions.
Many studies rely on simulated or pre-labelled datasets, which
can limit the ability of models to generalize emerging and pre-
viously unseen threats. This challenge has been widely recog-
nized, as models trained on static datasets often struggle with
concept drift and dynamic attack behaviours in real-time sys-
tems [3, 16].

55

4.2. Dataset Utilization Patterns in Zero-day
Detection Research

Several datasets have emerged as dominant benchmarks in
zero-day attack detection research due to their accessibility
and standardized feature representation. The NSL-KDD da-
taset, for example, has been widely used as a foundational
benchmark for evaluating machine learning based intrusion
detection systems. However, it has been criticized for its out-
dated traffic characteristics and limited representation of mod-
ern cyber threats [22].

More recent datasets such as UNSW-NB15 and ClI-
CIDS2017 have gained significant popularity because they
provide more realistic and diverse attack scenarios. These da-
tasets include a wider range of modern attack types and richer
feature sets, which contribute to improved model evaluation
and performance analysis [1, 8]. As a result, many recent stud-
ies have adopted these datasets to enhance detection accuracy
and better simulate real-world network environments.

In the context of industrial cybersecurity and Internet of
Things environments, datasets such as ToN-loT and Edge-
IloT have been introduced to support the evaluation of intru-
sion detection systems in heterogeneous and resource-con-
strained settings. These datasets incorporate multi-layered
network traffic data and diverse attack patterns, making them
suitable for assessing adaptive detection frameworks in dis-
tributed cyber-physical systems [11, 23].

Furthermore, some studies have attempted to address dataset
limitations by generating synthetic attack data or combining mul-
tiple data sources. While this approach can improve dataset di-
versity, it may also introduce bias and reduce the reliability of
performance evaluation in real-world scenarios [20, 24].

To provide a clearer analytical understanding of how da-
taset characteristics influence methodological design and per-
formance outcomes, Table 8 highlights the progressive evolu-
tion of cybersecurity datasets from traditional simulated net-
work environments toward more realistic, heterogeneous, and
domain-specific traffic representations. Earlier datasets such
as NSL-KDD and CSIC 2012 remain valuable for benchmark-
ing and comparative evaluation; however, their limited real-
ism and outdated attack patterns reduce their effectiveness for
assessing modern zero-day attack detection systems. More re-
cent datasets, including UNSW-NB15 and CICIDS2017, pro-
vide improved attack diversity and richer behavioural charac-
teristics, thereby supporting the development of more robust
machine learning and deep learning-based intrusion detection
models.

The emergence of datasets such as ToN-10T and Edge-110T
reflects the growing importance of 10T and Industrial 10T se-
curity, providing realistic telemetry data for evaluating intel-
ligent detection systems in heterogeneous and resource-con-
strained environments. Similarly, specialized datasets such as
ClC-MalMem-2022, UGRansome, and MaleX enable focused
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investigation of malware, ransomware, and memory-based at-
tack behaviours, thereby supporting the development of do-
main-specific detection frameworks.

Despite these advances, the comparative analysis reveals
persistent challenges, including dataset imbalance, limited at-
tack diversity, insufficient labelled samples, and restricted
cross-domain representation. These limitations may affect

model generalization and contribute to performance inflation
when evaluations are conducted on a single benchmark dataset.
Consequently, future research should emphasize the develop-
ment of realistic, diverse, and continuously updated datasets
that better reflect evolving cyber threat landscapes and support
more reliable evaluation of adaptive zero-day attack detection

systems.

Table 8. Comparative Characteristics of Cybersecurity Datasets Used in Reviewed Zero-Day Detection Studies.

Year In- Traffic Envi- Attack

loT /1loT

Realism

LSS troduced  ronment Diversity ~ Support Level I S ETE A N
. Reduced redundancy Outdated atta(_:k_
Simulated compared to KDD patterns and limited
NSL-KDD 2009 enterprise Moderate  No Low P representation of
. Cup dataset and ]
network traffic . modern traffic
widely benchmarked .
behaviour
Hybrid real and Diverse attack scenar-  Limited industrial
UNSW-NB15 2016 synthetic enter-  High Partial Moderate  ios and balanced fea-  and loT behavioural
prise traffic ture distribution representation
Realistic enter- Rich behavioural fea-  Large dataset com-
CICIDS2017 2017 prise network Very High  No High tures and comprehen-  plexity and prepro-
flows sive attack coverage cessing overhead
loT and IloT Captures heterogene-  Limited labelled
ToN-1oT 2020 telemetry envi-  High Yes High ous device communi-  samples for some
ronment cation patterns attack categories
Industrial edge Supports evaluation Class imbalance and
Edge-lloT 2022 computing traf-  High Yes High of edge-based intru- evolving attack dy-
fic sion detection models  namics
CIC- Malware Enables evaluation of 22:$::efgzlrj15a\?igur
MalMem- 2022 memory behav- Moderate  No Moderate  memory-based detec-
. . ; rather than full net-
2022 iour traces tion techniques
work context
Ransomware Useful for ransom- Limited diversity of
UGRansome 2021 . Moderate  No Moderate ~ ware behaviour mod- . - Y
network traffic elling intrusion categories
Web applica- Suitable for anomaly S:t:gr]sgie%euh;v'zlrj]i
CSIC2012 2012 tion traffic sim-  Low No Low detection benchmark- oo o
: . eralization capabil-
ulation ing .
ity
Malware exe- Supports transformer- S;ﬁr:azfjsl:xilon
MaleX 2024 cution teleme- Moderate  No Moderate  based malware detec-
. . broader threat mod-
try tion evaluation

4.3. Comparative Performance Evidence Across
Reviewed Studies

Empirical findings across the reviewed literature reveal no-
ticeable variation in detection performance, largely influenced
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elling

by dataset characteristics and model complexity. Classical
machine learning models have demonstrated strong perfor-
mance on structured benchmark datasets, particularly when
feature engineering and dimensionality reduction techniques
are applied [1].

However, their effectiveness tends to decline in dynamic
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and real-world environments, where evolving attack patterns
and unseen threats are more prevalent [2, 13].

Deep learning architectures have shown improved detection
capability due to their ability to automatically learn complex
feature representations and capture temporal behavioural pat-
terns in network traffic. For instance, hybrid deep learning
models integrating sequential and spatial learning mecha-
nisms have achieved high accuracy and reduced false positive
rates in zero-day attack detection [7]. Similarly, transformer-
based and vision-oriented models have demonstrated strong
adaptability and robustness in detecting complex and evolving
cyber threats [25].

Despite these promising results, the high-performance val-
ues reported in many studies should be interpreted with cau-
tion. Several works highlight the risk of overfitting, particu-
larly when models are evaluated using single datasets or con-
trolled experimental conditions. For example, studies employ-
ing hybrid and ensemble models have reported near-perfect
accuracy, yet acknowledge limitations related to dataset de-
pendency and lack of cross-validation across diverse environ-
ments [19, 20].

In addition, the computational complexity of advanced deep
learning and hybrid frameworks presents a significant chal-
lenge for real-time deployment. Many high-performing mod-
els require substantial processing power and memory, making
them difficult to implement in large-scale or resource-con-
strained environments such as l1oT networks [8, 10].

To provide a comprehensive synthesis of these empirical
observations, Table 9 presents a comparative evaluation of
representative zero-day attack detection studies, highlighting
their datasets, techniques, performance outcomes, and identi-
fied limitations.

Table 9 provides a comprehensive comparison of repre-
sentative studies on artificial intelligence-driven zero-day at-
tack detection across different cybersecurity domains. A no-
ticeable observation is that many studies report exceptionally
high performance values, with several models achieving accu-
racy levels above 99%. For example, PCA-enhanced
XGBoost and CatBoost models achieved 99.99% accuracy on
the UNSW-NB15 dataset, while Autoencoder-RF/XGBoost
hybrid models reported 99.98% accuracy on the CIC-
MalMem-2022 dataset. Similarly, several deep learning and
hybrid frameworks consistently achieved detection rates ex-
ceeding 97%. These findings demonstrate the significant pro-
gress that intelligent detection techniques have made in iden-
tifying both known and previously unseen cyber threats.

Despite these promising results, the reported performance
values should be interpreted cautiously. Most of the reviewed
studies rely heavily on benchmark datasets such as NSL-KDD,
UNSW-NB15, CICIDS2017, ToN-IoT, and CIC-MalMem-
2022. While these datasets provide standardized evaluation
environments, they may not fully represent the complexity, di-
versity, and dynamic behaviour of real-world network traffic.
Consequently, models trained and tested on the same bench-
mark datasets may achieve artificially inflated performance
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due to dataset-specific characteristics rather than true general-
ization capability.

Another important concern relates to external validation
and reproducibility. Several studies report near-perfect accu-
racy using a single dataset without conducting cross-dataset
validation or testing across heterogeneous network environ-
ments. This raises questions regarding the robustness of these
models when deployed in practical settings characterized by
evolving attack patterns, concept drift, encrypted traffic, and
changing user behaviours. Models that perform exceptionally
well in laboratory conditions may experience substantial per-
formance degradation when exposed to operational network
environments.

The comparative evidence also reveals that increasing
model complexity generally leads to improved detection per-
formance. Classical machine learning techniques such as Ran-
dom Forest, Support Vector Machines, and K-Nearest Neigh-
bour achieved strong performance when combined with fea-
ture engineering techniques. However, deep learning architec-
tures including CNNs, RNNs, LSTMs, transformer-based
models, and attention mechanisms demonstrated superior ca-
pability in learning complex behavioural patterns directly
from raw network traffic. More recently, hybrid intelligent
frameworks integrating anomaly detection, supervised learn-
ing, reinforcement learning, and ensemble methods have
emerged as the dominant research direction because they com-
bine the strengths of multiple detection paradigms.

Nevertheless, higher detection accuracy often comes at the
cost of increased computational complexity. Several studies
highlighted challenges associated with training overhead,
memory consumption, scalability, and deployment feasibility
in resource-constrained environments such as 10T and Indus-
trial 10T systems. This trade-off suggests that future research
should not focus solely on maximizing accuracy but should
also consider computational efficiency, scalability, explaina-
bility, and real-time deployment requirements.

Another recurring limitation observed across the reviewed
studies is dataset imbalance and limited attack diversity. Sev-
eral datasets contain disproportionately represented attack cat-
egories, which may bias learning algorithms toward dominant
classes while reducing their effectiveness in detecting rare or
stealthy attacks. This issue is particularly important in zero-
day attack detection because previously unseen attacks often
occur infrequently and may not be adequately represented in
existing datasets.

Furthermore, explainability remains an important challenge.
Although deep learning and hybrid frameworks achieve supe-
rior performance, many operate as black-box systems, limit-
ing transparency and reducing trust among cybersecurity ana-
lysts. Only a small number of studies incorporated explainable
artificial intelligence techniques such as SHAP or other model
interpretation mechanisms. Consequently, there is a growing
need for intelligent intrusion detection systems that combine
high detection performance with transparent and interpretable
decision-making processes.
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In all, the comparative analysis presented in Table 9 demon-
strates that the field is progressing from traditional machine
learning approaches toward adaptive, hybrid, and intelligence-
driven detection architectures. However, persistent challenges
including dataset realism, limited cross-domain validation, re-

research opportunities remain. Future studies should prioritize
realistic datasets, cross-environment evaluation, continual
learning mechanisms, explainable artificial intelligence inte-
gration, and proactive threat intelligence capabilities to en-
hance the practical effectiveness of zero-day attack detection

producibility concerns, adversarial robustness, computational

systems.

overhead, and lack of explainability indicate that substantial

Table 9. Comprehensive Comparative Evaluation of Reviewed Zero-Day Detection Studies.

Domain & Dataset Source & De- Methods / Techniques  Experimental Re-
SIN - s Research Gap
Studies scription Used sults
1 loT Security [1] UNSW-NB15 dataset with  PCA + XGBoost, 99.99% accuracy, Lack of real 10T validation,
y modern attack categories CatBoost, KNN, SVM 99.97% MCC need for newer datasets
5 Cybersecurity Heterogeneous telemetry CNN, RNN, Attention, Reduced detection r[])iatﬁ sg:trcsa};éforz(tzzgitli(:”z-
[3] data (logs, packets) GNN time by over 30% su?:s ' P y
3 Cybersecurity NVD, CVE, logs, simu- RF, SVM, K-Means, Up to 0.95 AUC, Lack of labelled data, gener-
[26] lated attacks Deep Learning 0.92 TPR alization issues
4 Cybersecurity 10T23 dataset with simu- RF, Isolation Forest, ~95% accuracy Dataset imbalance, scalabil-
[5] lated attacks DNN (RF), >90% (DNN) ity challenges
5 Smart Systems NSL-KDD, UNSW- ML + XAl (SHAP), 94.89% accurac Limited real-world datasets,
[27] NB15, ToN-loT IDPS ' y computational complexity
6 Cybersecurity CICIDS2017, NSL-KDD, BERT, LoRA, Rein- 97.8% accuracy, High computational over-
[14] UNSW-NB15 forcement Learning 95.7% detection rate  head, adversarial risks
7 Cybersecurity CIC-MalMem-2022 da- Autoencoder + 99.98% accuracy, Overfitting, limited dataset
[19] taset RF/XGBoost near-perfect scores validation
Cybersecurity Multiple datasets (NSL- . Accuracy above 99%  High false positives, dataset
8 [2] KDD, CICIDS2017, etc.) ML, DL, Hybrid Models in some models imbalance
9 Cybersecurity UNSW-NB15 dataset RF, MLP, Zero-Shot >98% accuracy Inconsistent class detection,
[12] Learning dataset dependency
Cybersecurity UNSW-NB15, NF- 0 Poor detection of some at-
10 113 UNSW-NB15-v2 RF, MLP Upt092.45% ZDR -k classes
I - 0, i -
1 0T Security CICIDS2017, NSL-KDD Autoencoder, One-Class  >90% detection accu Limited dataset diversity
[17] SVM racy
Cvbersecurit Network logs. event lods RF, SVM, K-Means, Up to 92% accuracy Limited labelled data, adver-
12 [1323] y threat intell? énce feedg ' Isolation Forest, RNN, (LSTM), 85% zero- sarial risks, high computa-
g LSTM, RL day detection tional cost
13 Cloud Security CICIDS2017 + synthetic LSTM + Isolation For- 98.9% accuracy Use of synthetic zero-day
[20] attacks est data
. . 0 . .
14 10T Security Multiple IDS datasets ML, I?L, Reinforcement  >99% accuracy in Dataset_lml_aalance, poor
[10] Learning many models generalization
15 Cybersecurity CICIDS2017, UNSW- Isolation Forest, AE, LSTM-AE: 92.5% Hiah computational cost
[8] NB15 GNN detection rate g P
i 1- 0, -
16 loT Security ToN-1oT dataset CN.N (L1, L2 regulari Up to 97.94% accu Limited attack diversity
[11] zation) racy
17 Cybersecurity UGRansome dataset RanQom Forest + De- 99% accuracy L|m|t§d integration with
[6] ception adaptive models
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Domain & Dataset Source & De- Methods / Techniques  Experimental Re-
SIN . L Research Gap
Studies scription Used sults
18 Cybersecurity C_ICIDS_, UNSW-NB15 + Hybrld Al (meta-lea_lrn- AUC=0.92,F1= Reliance on simulated data
[24] simulations ing, anomaly detection)  84%
Software Secu-  Binary vulnerability da- BiLSTM + GNN + At- 0 L -
19 rity [28] taset tention 91.3% accuracy Limited vulnerability types
Cybersecurity . Improved detection Lack of transparency, adver-
20 [16] Logs, malware datasets ML, DL, Clustering over traditional 1DS sarial risks

Top 10 Reported Performance Scores by Study
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Figure 3. Top 10 Reported Performance Scores.

Figure 3 highlights the top ten reported performance scores models, particularly hybrid and deep learning approaches,
across the reviewed studies, showing that all selected studies ~ have reached very high effectiveness under benchmark evalu-
achieved results close to 100%. This strong clustering at the ation settings.
upper range suggests that recent intelligent zero-day detection

Average Performance by Domain
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Figure 4. Average Performance by Domain.
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Figure 4 compares the average performance across applica-
tion domains and shows consistently high results, with all do-
mains recording values above 90%. Big Data Security, loT
Security, and Cloud Security appear slightly higher, while Cy-
bersecurity and Software Security are marginally lower. The

= |loT Security, 5%

= (Cloud Security,
5%
Big Data Security,
5%

Smart System, 5%

® |oT Security, 15%

narrow spread suggests that intelligent zero-day detection
models maintain strong effectiveness across diverse opera-
tional domains.

m  Software
Security, 5%

B Cybersecurity,
60%

Figure 5. Distribution of Studies by Domain.

Figure 5 presents the domain distribution of the reviewed
studies and shows that Cybersecurity dominates the literature
with 60% of the total studies, indicating that most zero-day
attack detection research is still concentrated in general cyber-
security environments. 10T Security accounts for 15%, reflect-
ing growing interest in connected and resource-constrained
systems. The remaining domains, including Smart Systems,
Big Data Security, Cloud Security, 11oT Security, and Soft-
ware Security, each contribute 5%, showing emerging but still
limited research attention. This distribution suggests that
while the field is expanding into specialized domains, broader
cross-domain investigation is still needed to improve the gen-
eralizability and real-world applicability of intelligent detec-
tion frameworks.

4.4. Performance Trends Across Detection
Paradigms

Performance outcomes reported across the reviewed studies
reveal a clear methodological progression in artificial intelli-
gence driven intrusion detection research. Early studies based
on classical machine learning techniques provided the foun-
dation for automated threat detection, with performance
largely influenced by feature engineering methods and dataset
characteristics [16]. While these approaches achieved strong
accuracy in structured benchmarking environments, their abil-
ity to model complex behavioural patterns associated with
evolving cyber threats remained limited, particularly in detect-
ing previously unseen attacks [13].
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The increasing adoption of deep learning architectures has
significantly enhanced detection capability through automated
hierarchical feature representation learning. Neural models
such as convolutional and recurrent networks have demon-
strated strong performance by capturing both spatial and tem-
poral dependencies in network traffic data [7]. In addition, ad-
vanced architectures, including transformer-based and atten-
tion-driven models, have further improved adaptability and
robustness in detecting complex and evolving attack patterns
[14, 25]. These models reduce reliance on manual feature ex-
traction and improve the ability of detection systems to iden-
tify multi-stage intrusions and sophisticated zero-day threats.

Anomaly-based detection approaches have also contributed
significantly to performance improvement by modelling nor-
mal system behaviour and identifying deviations that may in-
dicate malicious activity. Techniques such as Isolation Forest
and autoencoder-based frameworks have shown strong capa-
bility in detecting unknown attack patterns without requiring
labelled data [5, 17]. These methods are particularly suitable
for zero-day detection scenarios, where prior knowledge of at-
tack signatures is unavailable.

More recently, hybrid intelligent detection frameworks that
combine supervised learning, anomaly detection, and adaptive
decision mechanisms have emerged as dominant research di-
rections. These approaches leverage the strengths of multiple
techniques to improve detection accuracy and robustness. For
example, hybrid models integrating deep learning with anom-
aly detection have reported high performance in identifying
unseen attacks [19, 20].
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However, these performance improvements must be inter-
preted with caution. Several studies highlight the risk of over-
fitting, especially when models are evaluated using single da-
tasets or controlled experimental settings. In addition, limited

100.0

cross-dataset validation reduces confidence in the generaliza-
bility of reported results. Furthermore, the increasing com-
plexity of hybrid and deep learning models introduces chal-
lenges related to computational cost and real-time deployment
[10, 20].

Progressive Improvement in Detection Accuracy Over Time
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Figure 6. Progressive Improvement in Detection Accuracy Across Detection Paradigms.

Figure 6 clearly illustrates how intrusion detection perfor-
mance has progressed as the underlying methodologies be-
came increasingly sophisticated. Early classical machine
learning approaches generally achieved detection accuracy
within the range of approximately 85% to 92%, reflecting the
effectiveness of feature-driven statistical learning under struc-
tured benchmark conditions. With the emergence of deep
learning architectures, reported performance improved further
to roughly 92% to 97%, largely driven by automated feature
representation learning and improved modelling of temporal

and behavioural dependencies within network traffic. More
recent hybrid intelligent detection frameworks, particularly
those integrating anomaly detection with ensemble learning
strategies, have pushed performance even further, frequently
reporting detection accuracy between 97% and 99%. This pro-
gression reflects the growing effectiveness of adaptive, multi-
paradigm cybersecurity analytics in addressing the complex-
ity of zero-day attack detection, particularly in relation to
evolving and previously unseen threat behaviours.

Performance Trend Across Reviewed Studies
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Figure 7. Performance Trend Across Reviewed Studies.
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Figure 7 illustrates the performance trend observed across
the reviewed studies, showing that most reported results re-
main consistently high within the 90% to 100% range. Alt-
hough there is a noticeable decline at the early stage of the
curve, the trend quickly recovers and maintains a stable high-
performance pattern across most of the subsequent studies,
with only minor fluctuations at a few points. This behaviour
reflects the steady advancement of zero-day attack detection
approaches from traditional machine learning methods to
more robust deep learning and hybrid intelligent frameworks.
The slight dips along the curve may be associated with differ-
ences in dataset complexity, model generalization, or varia-
tions in evaluation conditions.

4.5. Cross-Domain Generalization Challenges

A recurring limitation identified across the reviewed intru-
sion detection studies is the limited emphasis on cross-domain
validation during model development and evaluation. Many
detection frameworks are trained and evaluated using a single
benchmark dataset, which often results in overly optimistic
performance outcomes that may not accurately reflect real-
world deployment conditions [2]. This reliance on single-
source datasets reduces the ability of models to generalize ef-
fectively across diverse network environments.

Variations in traffic distribution, protocol behaviour, and
attack patterns across different domains significantly influ-
ence detection reliability. For example, models trained on en-
terprise network datasets may experience performance degra-
dation when applied to industrial or Internet of Things envi-
ronments, where communication patterns are more heteroge-
neous and system constraints are more pronounced [11].
These differences highlight the limitations of dataset-specific
optimization and the need for more generalized detection
frameworks.

Furthermore, the increasing integration of cyber-physical
systems, cloud infrastructures, and edge computing environ-
ments introduces additional complexity in model evaluation.
These environments generate diverse and dynamic traffic pat-
terns, making it difficult for models trained on static datasets
to maintain consistent performance. As a result, multi-dataset
validation and domain adaptation strategies are essential for
improving the robustness and scalability of intelligent intru-
sion detection systems [10].

4.6. Adversarial Vulnerability and Model
Robustness

Despite significant improvements in detection accuracy, ar-
tificial intelligence driven intrusion detection systems remain
vulnerable to adversarial manipulation. Attackers can deliber-
ately craft malicious traffic that closely resembles normal be-
haviour, thereby bypassing detection mechanisms and reduc-
ing system effectiveness in dynamic threat environments [20].
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Deep learning-based detection models, although powerful
in capturing complex behavioural patterns, are particularly
susceptible to performance degradation when exposed to ad-
versarial inputs or distributional shifts. Studies have shown
that even high-performing models may struggle to maintain
reliability under evolving attack conditions, especially when
trained on limited or static datasets [10]. This challenge em-
phasizes the importance of developing robust detection frame-
works that incorporate adaptive learning, continuous retrain-
ing, and ensemble decision strategies.

Another critical concern is the lack of interpretability in
many advanced detection models. Complex neural architec-
tures often function as black-box systems, making it difficult
for cybersecurity analysts to understand how decisions are
made. This lack of transparency can reduce trust in automated
systems and delay incident response processes, ultimately af-
fecting the operational effectiveness of intelligent security
platforms [16].

4.7. Overall Interpretation of Performance
Evolution

The cumulative evidence from the reviewed literature indi-
cates that intrusion detection performance has improved
steadily with increasing methodological sophistication. Clas-
sical machine learning approaches provided the initial foun-
dation for automated threat detection, with performance
largely dependent on feature engineering and dataset charac-
teristics [1, 2].

The introduction of deep learning techniques significantly
enhanced detection capability by enabling automated feature
extraction and improved modelling of complex behavioural
patterns. These models have demonstrated strong perfor-
mance across various benchmark datasets, particularly in de-
tecting sophisticated and multi-stage attack scenarios [7].

More recently, hybrid intelligent detection frameworks that
combine supervised learning, anomaly detection, and adaptive
decision mechanisms have shown greater effectiveness in
identifying previously unseen attacks while reducing false
alarm rates [10]. These approaches leverage the strengths of
multiple techniques to improve detection robustness and
adaptability.

However, this performance improvements remain closely
tied to dataset characteristics, evaluation methodologies, and
deployment environments. Differences in attack diversity,
traffic dynamics, and system architecture continue to influ-
ence detection outcomes. As a result, there is a growing need
for scalable, adaptive, and generalizable intrusion detection
systems capable of maintaining consistent performance across
heterogeneous cybersecurity environments [11]. Addressing
these challenges is essential for transitioning intrusion detec-
tion research from controlled experimental evaluation toward
practical, real-world cybersecurity deployment.
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4.8. Proposed Framework Positioning

The reviewed studies demonstrate that artificial intelligence
techniques have significantly improved zero-day attack detec-
tion through machine learning, deep learning, and hybrid ap-
proaches. Machine learning models such as Random Forest,
Support Vector Machines, and ensemble methods provide
strong baseline performance, while deep learning architec-
tures including convolutional, recurrent, and transformer-
based models improve detection of complex attack patterns [1,
14]. However, despite these advancements, several limitations
persist. Many models rely heavily on benchmark datasets, lim-

iting their ability to generalize across real-world environments.

In addition, high computational cost, dataset imbalance, and
vulnerability to adversarial attacks continue to affect detection
performance and deployment feasibility [10, 20].

To address these challenges, this study positions a hybrid
and adaptive detection framework that integrates multiple
complementary techniques within a unified system. The
framework combines supervised learning for classification,
anomaly detection for identifying unknown threats, and con-

Enterprise Network
L

tinuous learning mechanisms to adapt to evolving attack pat-
terns [5, 17]. The framework also emphasizes the use of het-
erogeneous datasets, including loT, enterprise, and cloud-
based traffic, to improve generalization and robustness across
different environments [7, 11].

In addition, anomaly-based techniques such as autoencod-
ers and Isolation Forest are incorporated to detect previously
unseen attacks by modelling normal behaviour and identifying
deviations [8, 19]. The proposed framework further integrates
deception-based intelligence and threat monitoring strategies
to enhance proactive detection capability and improve system
adaptability to emerging threats [6].

To improve transparency and trust, the framework supports
explainable artificial intelligence techniques, enabling secu-
rity analysts to understand model decisions and respond effec-
tively to detected threats [27]. Finally, the framework is de-
signed to support scalability and efficient deployment in real-
world environments, including resource-constrained systems
such as 10T networks, by balancing detection accuracy with
computational efficiency [10, 14]. As a way forward, the pro-
posed conceptual framework is depicted in Figure 8.
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Figure 8. Conceptual Framework of the Adaptive Hybrid Zero Day Detection Framework.

Figure 8 illustrates the conceptual framework of the pro-
posed adaptive hybrid zero-day detection framework devel-
oped to enhance intelligent cyber defence across heterogene-
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ous network environments. The framework begins by acquir-
ing multi-source traffic data from enterprise networks, indus-
trial Internet of Things systems, and cloud computing infra-
structures. This diverse input enables the detection system to
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learn behavioural representations that reflect real operational
threat dynamics rather than relying solely on benchmark da-
tasets.

Following data acquisition, preprocessing and unified fea-
ture harmonization modules transform heterogeneous traffic
streams into standardized behavioural representations suitable
for intelligent analysis. This stage supports cross domain
learning and reduces performance degradation commonly as-
sociated with dataset distribution shifts.

The analytical core of the framework integrates anomaly
detection mechanisms, supervised deep learning classifiers,
deception driven intelligence acquisition, and predictive threat
forecasting capability. Anomaly detection modules continu-
ously monitor deviations from normal behavioural patterns,
enabling early identification of unknown attack activities. Su-
pervised classifiers enhance decision precision by distinguish-
ing malicious traffic categories using hierarchical feature
learning strategies.

Deception intelligence components enrich the detection
pipeline by capturing realistic attacker interaction traces from
controlled honeypot environments. These behavioural in-
sights improve adaptive learning capability and strengthen re-
silience against evolving cyber threats. The inclusion of tem-
poral forecasting mechanisms further supports proactive
threat anticipation by identifying early warning signals asso-
ciated with multi-stage intrusion campaigns.

Outputs from these analytical modules are combined
through an ensemble decision fusion engine designed to im-
prove detection robustness and reduce false alarm rates. Ex-
plainable analytics modules provide interpretable insights into
detected threat behaviours, thereby supporting analyst trust
and facilitating effective incident response decision making.

Finally, the framework incorporates automated mitigation
and adaptive learning feedback loops that enable continuous
model updating and operational scalability. This integrated
design supports the transition of intelligent intrusion detection
research from experimental benchmarking toward real world
cyber defence deployment.

4.9. Comparative Evaluation of the Proposed
Adaptive Hybrid Framework Against
Existing Hybrid IDS Architectures

The comparative analysis of the reviewed studies reveals a
progressive evolution in intrusion detection methodologies,
ranging from traditional machine learning approaches to more
sophisticated deep learning, anomaly detection, and hybrid in-
telligent intrusion detection systems. Traditional machine
learning-based detection models rely heavily on handcrafted
feature engineering and labelled datasets, which limits their
ability to adapt to rapidly evolving cyber threat behaviours.
Although these approaches offer interpretable outputs and rel-
atively low computational requirements, their effectiveness in
detecting previously unseen attacks remains constrained, par-
ticularly in highly dynamic cybersecurity environments [1, 2].
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Deep learning-based intrusion detection architectures have
significantly improved detection capability by enabling auto-
matic feature extraction and the modelling of complex behav-
ioural patterns within network traffic. These models have
demonstrated strong performance across widely adopted
benchmark datasets such as UNSW-NB15 and CICIDS2017,
particularly in identifying sophisticated, multi-stage, and
evolving attack scenarios [8, 14]. However, their deployment
is often challenged by high computational requirements, re-
duced transparency, and limited interpretability, which may
restrict their practical applicability in real-time cybersecurity
operations [7, 10].

Anomaly-based detection approaches have further en-
hanced zero-day attack detection by focusing on deviations
from normal system behaviour rather than relying on prede-
fined attack signatures. This enables the identification of pre-
viously unknown threats and makes such approaches particu-
larly valuable in dynamic network environments [5, 17]. Nev-
ertheless, anomaly detection systems frequently suffer from
elevated false positive rates and often require complementary
classification mechanisms to distinguish malicious activities
from legitimate behavioural variations accurately [8, 18].

To overcome the limitations of individual approaches, hy-
brid intelligent intrusion detection systems have emerged as a
dominant research direction. By combining supervised learn-
ing and anomaly detection techniques, these systems achieve
improved detection accuracy, robustness, and adaptability in
identifying both known and unknown threats. Despite these
advantages, many existing hybrid IDS architectures remain
dependent on benchmark datasets, face scalability challenges,
and frequently exhibit limited capability to adapt continuously
to evolving threat landscapes [10, 19].

In response to these limitations, the proposed adaptive hy-
brid framework introduces a more comprehensive and intelli-
gence-driven approach to zero-day attack detection. The
framework integrates multiple complementary components
within a unified architecture, including multi-source data ac-
quisition, anomaly detection, supervised classification, adap-
tive learning, and intelligent threat analysis. The integration of
these components enhances detection reliability across heter-
ogeneous network environments and improves the frame-
work's ability to respond to emerging cyber threats [7, 11].

Table 10 presents a comparative evaluation of the proposed
framework against conventional hybrid IDS architectures re-
ported in the literature. While existing hybrid systems primar-
ily focus on improving detection performance through combi-
nations of machine learning, deep learning, and anomaly de-
tection techniques, most remain largely reactive, identifying
malicious activities only after they have occurred. In contrast,
the proposed framework incorporates several advanced capa-
bilities designed to support proactive, adaptive, and explaina-
ble cyber defence.

A key distinguishing feature is the integration of deception-
based threat intelligence through honeypot-generated attack
data. This capability enables the collection of realistic attacker
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behaviours and provides valuable threat intelligence for iden-
tifying emerging attack strategies. Such functionality is absent
or only partially represented in many existing hybrid IDS ar-
chitectures, thereby limiting their ability to perform proactive
threat analysis.

Another important advancement is the incorporation of
threat forecasting capabilities. Unlike traditional detection-
centric systems, the proposed framework leverages behav-
ioural analytics and predictive intelligence to identify emerg-
ing attack patterns before exploitation occurs. This proactive
capability strengthens cyber defence preparedness and sup-
ports earlier intervention against potential zero-day threats.

The framework also incorporates continual learning mech-
anisms that enable adaptation to evolving attack behaviours,
changing network conditions, and concept drift. This ad-
dresses one of the most significant limitations of static intru-
sion detection models, whose performance often deteriorates
when confronted with previously unseen attack patterns or
changing operational environments [6]. Through continuous
model refinement, the framework is designed to maintain de-
tection effectiveness over extended deployment periods.

Furthermore, explainable artificial intelligence (XAl) is in-
tegrated into the framework to improve transparency and en-
hance analyst confidence in automated detection decisions.
While many existing hybrid IDS models operate as black-box

systems, the proposed framework provides interpretable in-
sights into model outputs and detection outcomes, thereby im-
proving accountability, operational usability, and decision
support.

An additional distinguishing capability is the inclusion of
an adaptive feedback loop that continuously updates detection
knowledge using newly observed threat intelligence and oper-
ational outcomes. This feedback-driven adaptation mecha-
nism enables sustained effectiveness in dynamic cybersecurity
environments and enhances resilience against sophisticated
and evolving zero-day attacks.

The comparative evaluation presented in Table 10 demon-
strates that the proposed adaptive hybrid framework extends
beyond conventional hybrid intrusion detection architectures
through the integration of deception-based intelligence, pre-
dictive threat forecasting, continual learning, explainable arti-
ficial intelligence, and adaptive feedback mechanisms. By
combining reactive detection capabilities with proactive threat
anticipation and continuous adaptation, the framework pro-
vides a more scalable, interpretable, and resilient cyber de-
fence strategy. These characteristics position the framework
as a comprehensive solution for addressing the growing com-
plexity of modern zero-day attack detection and enhancing the
practical deployment of intelligent intrusion detection systems
in real-world cybersecurity environments.

Table 10. Comparative Analysis of Conventional Hybrid IDS Architectures and the Proposed Adaptive Intelligent Intrusion Detection Frame-

work.
Feature Traditional Hybrid IDS
Supervised Learning Yes
Anomaly Detection Yes
Honeypot Intelligence Limited
Threat Forecasting No
Continual Learning Limited
Explainable Al Limited
Adaptive Feedback Loop Rare

5. Conclusions

This systematic review has examined the evolution of arti-
ficial intelligence driven approaches for detecting zero-day
cyber-attacks, highlighting methodological advancements,
dataset utilization patterns, performance trends, and persistent
research challenges. The findings indicate that intrusion de-
tection capability has improved progressively from classical
machine learning models toward deep learning and hybrid in-
telligent detection frameworks capable of modelling complex
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Proposed Framework

Yes
Yes
Yes
Yes
Yes
Yes
Yes

behavioural patterns within network traffic. However, the re-
view also reveals that significant limitations remain related to
dataset realism, cross domain generalization, computational
scalability, adversarial robustness, and explainability. These
challenges continue to influence the practical deployment
readiness of intelligent intrusion detection systems across
modern digital infrastructures characterized by increasing het-
erogeneity and threat sophistication.

To address these issues, the study positions an adaptive hy-
brid detection framework that integrates anomaly monitoring,
supervised learning, deception driven intelligence acquisition,
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predictive threat forecasting, and explainable decision support
within a unified cyber defence architecture. Such integration
represents a strategic direction for advancing intelligent cy-
bersecurity analytics from experimental benchmarking toward
resilient real world operational deployment.

Future research must therefore prioritize the development
of dynamic cybersecurity datasets, scalable learning pipelines,
interpretable detection mechanisms, and proactive threat an-
ticipation strategies capable of sustaining performance in
evolving cyber threat environments. By synthesizing existing
knowledge and identifying critical research pathways, this re-
view contributes toward guiding the next generation of intel-
ligent cyber defence innovations.

6. Future Research Directions

The increasing complexity of cyber threats and the limita-
tions identified across existing intelligent intrusion detection
studies highlight several important directions for future re-
search. As cybersecurity systems continue to expand across
cloud computing environments, Industrial Internet of Things
infrastructures, and distributed networks, detection frame-
works must emphasize adaptability, scalability, and contex-
tual awareness to sustain effective performance. One critical
research direction involves the development of realistic and
continuously updated cybersecurity datasets capable of cap-
turing emerging attack behaviours and diverse traffic patterns.
Existing studies have shown that widely used datasets such as
UNSW-NB15 and CICIDS2017 support model development
and evaluation, but their static nature limits long-term gener-
alization capability [2, 10].

Future research should therefore focus on incorporating
more heterogeneous and continuously evolving data sources,
including real-world network traffic and updated threat intel-
ligence. Another important direction is the advancement of
cross-domain detection approaches that can maintain perfor-
mance across different operational environments. Several
studies highlight that models trained on specific datasets often
struggle to generalize across new network conditions due to
differences in traffic distribution and attack characteristics [13,
29]. Research efforts should therefore explore domain adapta-
tion techniques, federated learning approaches, and multi-
source training frameworks to improve generalization capa-
bility.

Improving adversarial robustness also remains a major re-
search challenge. Existing studies have shown that artificial
intelligence-based intrusion detection systems can be vulner-
able to adversarial manipulation, where attackers exploit
model weaknesses to evade detection [16, 26]. Future frame-
works should incorporate robust learning strategies, adaptive
model updating, and hybrid detection mechanisms to reduce
susceptibility to adversarial attacks.

Explainable artificial intelligence represents another im-
portant research priority. Although deep learning models have
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demonstrated strong detection performance, their lack of in-
terpretability can reduce trust and limit their use in practical
cybersecurity operations [7, 18]. Future work should therefore
focus on developing transparent detection models that provide
clear explanations for detected threats and support effective
decision-making. Furthermore, integrating predictive threat
detection capabilities into intrusion detection systems presents
an important opportunity for advancing proactive cybersecu-
rity. Studies have shown that analysing behavioural patterns
and anomaly trends can improve early detection of emerging
threats and support timely response strategies [3, 6].

Finally, future research should explore the integration of ar-
tificial intelligence with automated mitigation and adaptive
defence mechanisms. Several studies emphasize the need for
hybrid frameworks that combine detection, prediction, and re-
sponse capabilities to enhance overall system resilience [4,
24]. Continuous learning, modular system design, and re-
source-efficient implementation will be essential for support-
ing scalable deployment in real-world cybersecurity environ-
ments.

7. Limitations of the Review

Despite providing a comprehensive synthesis of artificial
intelligence driven zero-day attack detection research, several
limitations should be acknowledged. First, the review primar-
ily focuses on studies evaluated using publicly available
benchmark cybersecurity datasets. Although such datasets
support comparative analysis, their controlled experimental
conditions may not fully reflect the complexity and variability
of real-world network environments. This limitation has been
highlighted in several studies, which emphasize the need for
more realistic and heterogeneous datasets to improve general-
ization and real-world applicability [10, 18].

Second, variations in evaluation metrics and experimental
design across reviewed studies present challenges for direct
performance comparison. Differences in preprocessing tech-
niques, feature engineering approaches, model configurations,
and validation strategies can contribute to performance varia-
bility that is not solely attributable to the underlying detection
methodologies. Such inconsistencies have been observed in
comparative studies, limiting the ability to establish standard-
ized performance benchmarks [2, 8].

Third, the review emphasizes algorithmic and architectural
developments in artificial intelligence driven cybersecurity re-
search but provides limited analysis of real-world deployment
scenarios. Several studies note that practical challenges such
as computational overhead, scalability constraints, and inte-
gration with operational environments remain significant bar-
riers to implementation [10, 14]. In addition, the rapidly
evolving nature of cyber threats means that some emerging
detection techniques and datasets may not yet be fully repre-
sented in current literature. Many studies highlight the contin-
uous evolution of attack patterns and the need for adaptive and
continuously updated detection systems, indicating inherent
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temporal limitations in capturing a dynamic research land-

scape [3, 16].

Finally, although this review proposes a conceptual adap-
tive hybrid detection framework based on identified research

future investigation [13, 24].

gaps, the framework has not been empirically validated within
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the scope of the study. Several studies emphasize the im-
portance of cross-domain validation and real-world testing to
ensure robustness and generalization, which remain areas for
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ANN Atrtificial Neural Network

RFE Recursive Feature Elimination

ROC Receiver Operating Characteristic
F1-Score Harmonic Mean of Precision and Recall
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