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Abstract: Cloud is used in various fields for storage of big data with the major challenge regarding this storage being 

security. Existing conventional encryption systems can be vulnerable to brute-force attacks. The goal of this project was to 

develop a hybrid encryption scheme that will only allow authorized users to access and download files stored online, thus 

enhancing file storage security in the cloud. Rapid Application Development (RAD) methodology was used to create the 

proposed system, allowing for modifications to be made to the system as it was being developed. The hybrid encryption 

scheme employs both symmetric and asymmetric encryption. The AES (Advanced Encryption Standard) algorithm and RSA 

(Rivest–Shamir–Adleman) algorithm were combined to develop the proposed hybrid encryption system. PHP, JavaScript and 

Laravel were the programming languages and web framework used to implement the system. The proposed system was tested 

and evaluated by users. The experimental results show that the proposed hybrid encryption scheme was fast and provided a 

high level of security but had some drawbacks which include increase in file size after it was encrypted and inability to sort 

files in the web app. Overall, the proposed system enhances confidentiality and data protection in cloud environments, 

guarding against potential breaches and unauthorized access. 
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1. Introduction 

Cloud computing has emerged as a dominant paradigm in 

the field of information technology, offering immense 

storage capacity and as well as offer great deal of access to 

online resources and services. With the increasing adoption 

of cloud-based solutions, concerns regarding data security 

have become more critical than ever. As organizations and 

individuals entrust their valuable data to cloud service 

providers, it is important to ensure adequate stategies are put 

up in order to make sure there’s no unauthorized data access. 

[1] One of the primary challenges in cloud computing is file 

storage security. Traditional methods of data encryption, 

such as symmetric and asymmetric encryption, limitations 

when it comes to cloud storage. Asymmetric encryption 

employs different keys for encryption and decryption than 

symmetric encryption, which depends on a same key for both 

processes. But there are issues with computational overhead, 

scalability, and key management with both approaches [2]. 

Harnal et al. [3] presented an approach for maintaining 

integrity and confidentiality of multimedia in a cloud 

computing environment. This work has provided a secure 

storage and transmission of multimedia files across the 

internet with high level of integrity and confidentiality. 

Orobosade et al [4] on their work, proposed a hybrid 

encryption model based on Advanced Encryption Standard 

(AES) and Elliptic Curve Cryptography (ECC) to preserve 

the privacy and safety of users in the cloud. Their study 

explored more at the use of hybrid encryption for file storage 

security in cloud computing. The research will involve a 

detailed analysis of different hybrid encryption algorithms, 
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considering factors such as security, performance, key 

management, and scalability. Additionally, the study will 

investigate the practical implementation of hybrid encryption 

in a cloud storage environment, examining the impact on data 

confidentiality, integrity, and availability. 

2. Literature Review 

The art of cryptography involves securing data by 

transforming it into several formats that are unknown to an 

attacker, even in the event that the data is compromised. It 

causes the data to become jumbled for misuse.[5]. Poduval et 

al [6] proposed a novel security technique that combines a 

number of cryptographic algorithms, including 

steganography and symmetric key cryptography. The 

algorithms RC6, AES, and 3DES are employed to protect 

data. All the algorithms utilized made use of 128-bit keys. 

The LSB steganography was used to store delicate data.. 

Encryption splits a file into three parts. Thanks to 

multithreading, these distinct file segments will all be 

encrypted concurrently using various encryption techniques. 

The LSB method adds the important information to a picture. 

The AES, DES, and RC6 algorithms were used to store the 

encrypted data on a single cloud server. Multiple layers of 

multi-coding that combine multiple techniques to increase 

privacy, such as adding Advanced Encryption Standard (AES) 

and loading the data into cloud storage, as well as applying 

DNA encryption to gain an even higher level of anonymity. 

They implemented and examined the suggested method using 

MATLAB. It has demonstrated that the security, efficiency, 

complexity, and speed of the suggested approach are realistic 

[7]. 

In order to prevent insider attacks, an encryption technique 

for large data storage in multi-cloud storage was created [9]. 

The data uploading, slicing, indexing, encryption, 

dissemination, decryption, retrieval, and merging processes 

are all included in the suggested framework. Using real-time 

cloud storage environments, the simulation study records the 

encryption process at about 2630 KB/S. The outcomes 

demonstrate the suggested algorithm's superiority over the 

relevant mark algorithms. For cloud storage, an improved 

RDPC protocol that verifies data integrity was created [10]. 

Their homomorphic hash algorithm-based research allows for 

dynamic operations at the block level, including insert, 

update, delete, and modify. The Merkle Hash Tree is utilized 

to assist in locating each dynamic operation, and an 

independent auditor verifies the accuracy of the data 

provided by the user and stores it on a cloud server. 

To securely access and store data on the cloud, an effective 

two-stage cryptography system was presented [8]. It is made 

up of encryption and user authentication procedures. To 

overcome the shortcomings in the current authentication 

techniques, a one-time password, two-factor authentication 

scheme is suggested. The strategy applied by the researchrers 

has no difficulty in identifying users. They divided their 

plaintext into two parts, each of which is keyed differently 

for encryption. The logistic chaos model's assumption wass 

used to develop the keys. Their plan introduces several 

security procedures with varying stages, guaranteeing a high 

degree of security. Their simulation findings demonstrated 

that compared to earlier techniques, the suggested scheme 

minimizes the amount of the ciphertext and the times 

required for encryption and decryption. 

The file that the user needs to store in cloud storage is 

checked to see whether it already exists on the cloud server 

using the de-duplication method. Their plan works well and 

can withstand a rogue server's replace assault. 

2.1. File Storage in Cloud 

Files stored in cloud gives mulltiple users access to the 

same file. With the data stored in data centers(cloud), users 

can access them online, as an alternative to locally storing 

them on a network-attached storage (NAS) device. Cloud-

based file storage also eliminates the need for people and 

organizations to budget for the installation, upkeep, and staff 

required to operate it, as well as to replace their storage 

hardware every three to five years. 

Rather, customers merely pay a fixed monthly or yearly 

subscription cost to a cloud storage service. Companies can 

reassign these technical resources to more revenue-

generating divisions of their company or cut back on their IT 

staff. 

 

Figure 1. The architecture of cloud data storage by Hualong Wu, 2016. 

By storing file data on the cloud, users can increase 

capacity on demand. Users can dynamically extend data 

quantities and change IOPS for a fixed monthly charge, only 

paying for what they use.(IBM, 2023) 

Since the cloud platform lacks a defined infrastructure and 

security limits, some of the security difficulties in cloud 

computing were investigated. Isolating a specific 

compromised resource in the event of a security incident is 

challenging. Furthermore, the study found that user data 

might be accessed by unauthorized users because of the 

openness of the cloud and multitenant sharing of virtualized 

resources [11]. 

In cloud computing, data is spread and segmented while it 

is in transit. The computer technology's weakness and 

vulnerability—in particular, its susceptibility to reaction 

assaults, third-party attacks, sniffing, and spoofing—present 

additional hazards. Launching a malicious service instance or 

virtual machine instance into the cloud system by an intruder 

is another potential attack vector [12] The adversary then 
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deceives the system into believing that the instance is 

legitimate. As a result, when a user request is received, the 

cloud service provider might automatically route it to a 

malicious service instance, which when used maliciously 

contaminates the entire system [13]. An attribute-based 

encryption (ABE) based on hybrid cryptography. This system 

was designed to offer more flexible and secure methods for 

access control and data exchange, as well as fine-grained 

access control to encrypted data [14]. 

2.2. Review of Related Works 

In order to create a hybrid algorithm with strong data 

security and confidentiality in a cloud computing 

environment, a new hybrid approach merged Blowfish with 

ECC. A comparison of this system output to others gave a 

clear understanding that strategy guarantees the highest level 

of user data security and secrecy [15]. Hybrid system as an 

encryption method that makes use of the benefits of both 

symmetric and asymmetric key encryption schemes [16] 

utilized the digital signature technique (DSA) and the 

Blowfish symmetric algorithm to encrypt the secret key and 

encapsulate the data, respectively. This system used the 

blowfish method to encrypt the data block and the public key 

of RSA to encrypt the symmetric key prior to executing the 

key exchange. 

AES, Twofish, RSA, and ElGamal are the four well-

known algorithms that the researchers [17] used in their 

hybrid implementation. To investigate the performance of 

each hybrid strategy, a Java program was developed. The 

combination of AES and ElGamal produced faster encryption 

times when encrypting larger files, according to their 

experimental results. 

Improving security with the integration of AES and ECC 

in a scenario where there exist no trusted center, Distribution 

as well as management was done using Shamir Secret-

sharing (SSS)[18]. The recommended combination approach 

still needs a lot of time and processing power, even though it 

increases system security. Yahia et al. (2021) [19] devised a 

hybrid encryption approach that made use of the AES, DES, 

and Blowfish algorithms. These algorithms offer dependable 

and effective data storage, avoiding disputes between 

multiple users and safeguarding the private information of 

each individual user. Access to data was managed by the 

service provider even as the impact off plain text and data 

block size was measured. 

ECC and RSA algorithms are combined in the hybrid 

encryption technique that Madhaviet al. (2020), [20] 

suggested. The data over 264 bits is used to combine the 

security strength of RSA and ECC, while the remaining 256 

bits of data adhere to NIST rules. The oprations of the 

algorithms show a better performance of ECC to RSA 

method offering a more secured services on lesser datasets. A 

hybrid encryption method, [21] was proposed, This method 

guarantees that clients/users will use the service and will 

follow through in a helpful manner. The hybrid cloud method, 

which offers excellent security and is appropriate for the 

current circumstances, can be advantageous for cloud data 

security. The elliptical curve that follows the hybrid 

algorithm and polynomial-based hashing have given the 

system and its users vital security measures for improved and 

effective services. 

Kaur (2017), [22] used blowfish and MD5 techniques to 

create a hybrid encryption scheme. Sharma et al. (2020), [23], 

introduced a hybrid method that integrates the AES, AES, 

DES, and RC4 algorithms. In order to encrypt a file, it must 

first be downloaded and then combined with another file 

before being submitted. 

 

Figure 2. Physical design of the hybrid model. 

A two-level cryptographic approach and a methodology 

for strengthening information security in cloud computing 

were presented by Hodowuet al. (2020) [24]. The 

methodology fortifies information security against hackers 

and keeps them from obtaining valid data by utilizing both 

symmetric and asymmetrical encryption calculations (AES 

and ECC). This improves confidentiality, data 

trustworthiness, and the processing time of cryptographic 

operations. It also increases customer confidence in cloud 

computing and speeds up the adoption of smaller ECC keys 

in cryptographic transactions. 

3. System Model and Framework 

Hybrid encryption process 

The hybrid encryption process of the proposed system 

involves four steps: generating the symmetric key, encrypting 

the file with the symmetric key, encrypting the symmetric 

key with the RSA private key, and decrypting the file with 

the RSA public key. AES and RSA encryption and 

decryption typically requires a library or tool that provides 

cryptographic transformations and handles the details of the 
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encryption process. PHP libraries are used to simplify AES 

and RSA encryption and decryption operations. An RSA key 

pair, made up of a public key and a private key, is produced 

by the RSA algorithm. Those who are authorized can share 

the public key. The file uploader is the only one who knows 

the private key, which is kept private. The user uses the valid 

RSA public key to decrypt the encrypted AES key in order to 

access stored files in the suggested system. The primary 

encrypted file will be decrypted using this recovered AES 

key. The proposed system was built using PHP, Laravel, and 

JavaScript. A sample file was encrypted and successfully 

uploaded and downloaded from the cloud after providing the 

necessary keys including the AES symmetric key and RSA 

private and public keys. 

The proposed system stores files on the cloud. In the case 

of data leakage from the cloud, the fragments from the file 

cannot be restored as it encrypted with AES. It is useless to 

try to decrypt these bits without the key. As a result, the keys' 

security determines the system's security. 

The proposed system is not susceptible to unauthorized 

access as it stores only encrypted files. Even the database 

administrator cannot access or decrypt the file as far as he 

does not have the user’s RSA public key. The fact that RSA 

is used to encrypt the AES symmetric key, even if a hacker 

manages to get access to the proposed system by stealing a 

user's login credentials, he will be unable to access the data. 

Before attempting to brute-force the AES key that is used to 

encrypt the file, the hacker would need to crack the RSA 

encryption. 

The symmetric block cipher utilized in the suggested 

system for both file encryption and decryption is AES-256. 

4. Result Discussion and Performance Evaluation 

 

Figure 3. AES encryption function in PHP. 

 

Figure 4. AES decryption function in PHP. 

Space\Crypto\Rsa\RSA private/public key pairs were 

simply generated using the KeyPair package, and files could 

then be encrypted and decrypted using those keys. Using the 

generate function on the KeyPair class, a key pair was 

created. The AES key is encrypted using the produced 

private key, and the file is decrypted using the public RSA 
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key. 

 

Figure 5. RSA key pair generation function in PHP. 

The URL request is sent via the JavaScript fetch API. The 

response is shown if the request is sent. There will be an 

error if the request is not sent. An alternate way for 

submitting forms without refreshing the page is to use fetch 

API methods. When the button is pushed, JavaScript is also 

utilized to send a POST request to a PHP script running on 

the server. The value of the button is sent in the request as 

data, and the superglobal variable $_POST allows the PHP 

script to access it. 

 

Figure 6. JavaScript fetch API, AES/RSA encrypt and decrypt functions. 

User interface and functionality 

Registration page: Users must provide information such as name, email address and password to proceed with the 
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registration. 

 

Figure 7. Registration page. 

After successful registration, users can log in at any time. 

 

Figure 8. Log in page. 

Once logged in, users can generate and manage keys. 

 

Figure 9. Key generation page. 

Users can choose the file they want to upload. Since the web application only stores encrypted files, users must provide their 
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RSA private key in order to generate the AES key that will be used for file encryption. The files are stored in the cloud server 

and anyone with authorized access to the files can view and download them. 

 

Figure 10. Upload file page. 

Sharing an RSA public key will give authorized users access to the encrypted file stored in the cloud server. 

 

Figure 11. File decryption page. 
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Figure 12. File Encryption. 

5. Conclusion 

The cloud has an advantage over other storage solutions 

because it can access files from distant locations with just a 

reliable internet connection. Hybrid encryption is known to 

provide more security and performance than traditional 

single encryption techniques for protecting data stored in the 

cloud. These one-off encryption techniques may be 

symmetric or asymmetric in nature. Hybrid encryption 

algorithms, on the other hand, combine the benefits of 

symmetric and asymmetric encryption techniques to provide 

speed and security. 

In this research work, some benefits of the proposed 

hybrid encryption scheme (AES and RSA) were recorded. 

These benefits include the combination of the speed and 

efficiency of symmetric encryption, the security and 

flexibility of asymmetric encryption and the ability to avoid 

the key distribution problem of symmetric encryption (AES), 

as the symmetric key can be securely exchanged using 

asymmetric encryption (RSA). There were also challenges 

encountered in the project, such as difficulty in identifying 

the symmetric and asymmetric encryption to use, 

complications of learning encryption processes and their 

mathematical structure, and interview participants not having 

IT background. The combination of the AES and RSA 

algorithms yields data security. The system achieved the 

security requirements of cloud computing on higher data 

confidentiality and gets security requirements in cloud 

computing with the least possible execution time. This is 

accomplished by using the RSA and AES algorithms to 

encrypt a fixed text block of 128bit, additionally, the AES 

algorithm is using a dynamic cipher key that is generated 

randomly in each session. Therefore, a system with high 

security, better performance, data integrity was designed and 

implemented. Some limitations of the study include 

implementation challenges, incomprehensive analysis of 

performance metrics and limited research scope. 
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