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Abstract: Data integrity has tremendous effects on any data communication system’s performance. Communication systems
are probabilistic in nature and may fail due to errors generated during the transmission process. These errors are generated due
to various factors as noise, heat and other disturbance from neighboring systems. In this paper, an error detection and
correction scheme based on redundant residue number system is presented. A novel 5-moduli set {2** + 1, 2" + 1, 2™ — 1, 2"
+ 1, 2"}, for n even, is utilized. The first three moduli is the information moduli set while the last two moduli are redundant that
are used for the error detection and correction. Consequently, an error detection and correction algorithm is proposed. The
number of iterations in the error correction scheme has been tremendously reduced which in turn reduces the design

complexity and also decreases the propagation delay.
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1. Introduction

A tremendous technological transformation during the last
two decades has provided a potential growth in the area of
digital communication and lot of newer applications and
technologies are coming up every day. The modern
telecommunication industry demands higher capacity
networks with high data rate, higher transmission speed and
reliable medium of communication [1]. Communication
traffic volumes have been increasing rapidly, especially due
to the widespread proliferation of the Internet Protocol (IP),
accelerating the need for large-capacity backbone networks.
The integrity of such volume of information passing through
modern digital systems such as filters and arithmetic units is
of utmost importance [2]. This paper seeks to employ the
advantages of Residue Number System (RNS) to achieve
reliable and efficient transmission of data through these
systems. Many communication channels are subject to
channel noise and other impairments, and thus errors may be
introduced during data transmission. The integrity of data has
tremendous effects on the performance of any data

acquisitions system. Noise and other disturbances can often
degrade the information or data transmitted from these
systems [3]. With the business of e-commerce, e-governance
and other related computer networks, applications on their
peak, more sensitive information is being passed around on
computer networks. Financial and identity information are at
a higher risk of being modified due to transmission errors as
users take advantage of the ease of doing business and
carrying out daily transactions through computer networks
[4]. Communication channels are stochastic in nature and are
prone to transmission impairments. The ability to still
function and deliver user information without severe
degradation in an unreliable transmission system is of
importance to the success story of data communication. The
general form for obtaining error detection and correction is to
add some redundancy bits to the transmitted message. The
receiver will use the redundancy bits to check for consistency
of the delivered message, and to recover the original message
if the transmitted message is deemed to be corrupted. There
are two Error detection and correction schemes; systematic
and non-systematic. In a systematic scheme, the transmitter
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sends the original data, and attaches a fixed number of check
bits, which are derived from the data bits by some
deterministic algorithm. If error detection is required, the
receiver applies the same algorithm to the received data bits
and compares its output with the received check bits; if the
values do not match, an error has occurred at some point
during the transmission. In a non-systematic scheme, the
original message is transformed into an encoded message that
has at least as many bits as the original message.

Properties of Redundant Residue Number System have
been used for detecting and correcting potential errors during
the transmission process. Similar scheme was presented in
[3]. Our proposed system is very straight forward and it is not
complex to implement. The number of iterations in the
correction scheme have been tremendously reduced which in
turn reduces the design complexity and decreases the
propagation delay.

In this paper, an error detection and correction scheme
based on redundant residue number system is presented. A
novel 5-moduli set {2*"+ 1, 2" + 1, 2" — 1, 2"+ 1, 2™, for
n even, is utilized. The first three moduli is the information
moduli set while the last two moduli are redundant that are
used for the error detection and correction. Consequently, an
error detection and correction algorithm is proposed. The
number of iterations in the error correction scheme has been
tremendously reduced which in turn reduces the design
complexity and also decreases the propagation delay.

The rest of the paper is organized as follows: Section A
discusses the background and some terminologies used,
Section B gave the basic concepts of Redundant Residue
Number system, Section C showed RRNS is useful for error
detection and correction, Section D demonstrated the
proposed algorithm, Section E presented a performance
evaluation with the state of art, and the paper is concluded in
Section F.

2. Background and Terminologies

In this section, the various key terms and the terminologies
used in this work is discussed. During the ancient study of
number system, computer scientist rediscovered RNS, who
sought to exploit their good properties in the implementation
of fast arithmetic and fault-tolerant computing. This 1700-
year-old number system has been attracting a great deal of
attention recently. Digital systems structured into residue
arithmetic units may play an important role in ultra-speed,
dedicated, real-time systems that support pure parallel
processing of integer-valued data. It is a "carry free" system
that performs addition, subtraction, and multiplication as
concurrent (parallel) operations, sidestepping one of the
principal arithmetic delays managing carry information [5].
The residue representations carry no weight-information
hence an error in any digit-position in a given representation
does not affect other digit-positions. [3] There are however
problems with RNS that have limited their practical
implementation; these are sign detection, magnitude
comparison, overflow detection, division and other complex

arithmetic operations like square root, exponentiation etc.
RNS is defined in terms of a set of relatively prime
moduli. If P denotes the moduli set, then

P={m,m,,..... mk},GCD(ml-,mj):l,
for i #j. Any integer X in the range [0, M) where
M =N m, (1)

can be uniquely and unambiguously represented by the
residue sequence: X« (X, X, Xi) where

.= X m .
).cl odm;, 2
i=1,2,....k

Is the residue modulus mi of X. The range [0, M) is called
dynamic range or the legitimate range of X. [6] [7].

Given a residue sequence (X;, X,, Xy), the corresponding
integer X in [0, M) can be uniquely recovered from the k
residues using the Chinese Remainder Theorem (CRT).
According to the CRT, for any given k-tuple (x;, Xp, Xy),
where 0 < xi < mi; i = 1, 2,.k, then the value of X can be
found from the residue using;

k
X = ZM[ ‘Mi_l”i‘ 3
i=1 m; M
Where from equation (1), M =% m,
_M
Moo O

M is referred to as the multiplicative inverse
corresponding to mi. [8].

3. Redundant Residue Number System
(RRNS)

An RRNS is defined as a chosen RNS with additional
redundant moduli. Each redundant modulus is generally
greater than any of the moduli of the chosen moduli set.
Assuming the standard RNS consists of the moduli set of
{ml, m2, mk}, the corresponding RRNS consists of a moduli
set of {m;, m,, my, My} (r=>1) [3][9] [10].

The RRNS has error detection and correction capability.
By using 2r (r > 1) redundant moduli, r errors can be detected
and corrected [3].

The residues in RNS will serve as several channels for data
communication (fault tolerant; each digit result is completely
independent).

4. Rrns as Used in Error Detection and
Correction

RNS are also useful in error detection and correction. This
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apparent, given the independence of digits in a residue-
number representation: an error in one digit does not corrupt
any other digits. In general, the use of redundant moduli, that
is extra moduli that play no role in determining the dynamic
range, facilitates both error detection and correction. The
error detection and correction is done at the reverse converse
of the general RNS processor. Therefore the algorithm is
incorporated in a reverse converter. But even without
redundant moduli, fault-tolerance is possible, since
computation can still continue after the isolation of faulty
digit-positions, provided that a smaller dynamic range is
acceptable [3].
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Figure 1. Circuit Error Detection [3].

5. Proposed Algorithm

The algorithm has been proposed using the moduli set:
2+ 1,2+ 1,2 — 1,2+ 1, 2" for n even Where {2""
—1,2"+ 1, 2"} is the information moduli set and {2** + 1,
2"+ 1} is the redundant moduli set.

To illustrate the following detection and correction
mechanism, consider n = 2. The moduli set will be (17, 9, 7,
5, 4) where (7, 5, 4) is the information moduli set and (17, 9)
is the redundant moduli set.

If a message X = 21 is to be transmitted using the moduli
set above, the transmitted residues will be given as21 = (0, 1,
1)RNS (7 |5 |4). Let (0, 1, 1) = (x2, x1, x0). Assuming there
is an error in the transmission channel due to either noise or
other transmission impairments, and x0 is changed to 3which
resulted in the received residue to be like (0, 1, 3).

Using the mixed-radix conversion, X is obtained as
follows:

Let the corresponding mixed-radix values, be (z,, z, 7).
Butxy=2z,=3
Subtracting 3 and dividing by 4, will give the following

(4,3,0)/4=(4,3,0) *(2,4,-)=(1, 2, -). Therefore z, =2
Subtracting 2 and dividing by 5, will give the following
(6,0,-)/5=(6,0,-) * (3, -,-) =(4, -, -). Therefore z, = 4
Therefore (0. 1, 3)rns7(514) = (4, 2, 3)Mrs(7 (5| 4)
X=4*G5*4)+2*4)+3=91

For detection of the error, take 91mod9 = 1 which is not 3
as required. The second residue can be further found by the
second redundant modulus by 91mod17 = 6 which is not 4. It
can therefore be concluded that an error has occurred in the
transmission of X = 21.

For the correction of the error, the modulus that generated

the error must be identified. The error was either generated
by m,, or m; or my,. So a test on each of the information
moduli with the two redundant moduli will present the
following:

(my, m3, mg), (my, m3, m;) and (my, m3, my)
For (my, m3, mg), X =21 = (4, 3, 3) RNS (179 | 4)-

Note: The residue, 3 is replaced with the residue, 1due to
the error generated from m, during the transmission. Using
the MRC, X can be obtained as follow:

Xo = zo = 3. So subtracting 3 and diving 4, will lead to the
following: (1, 0, 0) /4 = (1, 0, 0) * (13, 7, -) = (13, 0, -).
Therefore z1 = 0. So subtracting 0 and dividing 9, will
present,

(13,0,-)/9=(13,0,-) *(2,--)=(9, -, -). Therefore z, =9
Hence,

(4,3,3) rns 71914 = (9, 0, 3)mrs17194)
X=4*9*4)+0*4)+3=147

For (1'1'14, ms, 1’1’11), X =21-= (4, 3, 1)RNS(17 1915) USil’lg the
MRC, X can be obtained as follows:

X0 =z0 = 1. Subtracting 1 and dividing by 5, will result to
(3,2,00/5=(3,2,0)*(7,2,-) = (4, 4, -). Therefore z1 = 4.
Subtracting 4 and dividing 9,

0,0,-)/9=(0,0,-) *(2,-,-)=(0, -, -). Therefore z2 =0
Therefore (4, 3, DRNS(17 9| 5) = (0,4, )MRS(17 |9 | 5)
X=0%(9*5)+4*(5)+1=21

For (1'1'14, msj, 1’1’12), X =21 = (4, 3, O)RNS(17 [9]7)- USil’lg the
MRC, X can be obtained as follows:

Xo = Zyp = 0. Subtracting 0 and dividing 7, will lead to the
following; (4,3,0)/7=(4,3,0) * (5,4, -)=(3, 3, -). Implies
z1 = 3. Subtracting 3 and dividing 9,

0,0,-)/9=(0,0,-) *(2,-,-)=(0, -, -). Implies z2 =0
Therefore (4, 3, 0)rnsa71917) = (0, 3, 0)mrsa7197)
X=0*9*7)+3*(7)+0=21

It can henceforth be observe that the error was generated
by my. It is concluded that the correct result is 21 and that
there was an error in Xy, which can be corrected by
computing.

X, =21 (mod 4) =1

6. Performance Analysis

Results of this paper are compared to the results in [3]
where the number of iterations performed in order to correct
a single error with 5- moduli set is ten; that is a complete
recombination. This has a total of k (k-1)/2 number of
iterations/recombination, where k is the number of moduli
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set. This means the correction algorithm in RRNS with k
moduli set has an asymptotic complexity in the order of O
(k?). In this paper however, only three combinations or
iterations are required. This has a total of (k + 1)/2 for k
being odd and (k + 2)/2 for k being even number of
iterations/recombination. Therefore the correction algorithm
in RRNS with k moduli set has an asymptotic complexity in
the order of O (k). Hence, given the same conditions for the
error detection and correction at the reverse conversion, the
delay in this scheme is expected to be reduced to about 70%.
The amount of memory also needed to design this
architecture is expected to reduce significantly.

7. Conclusion

Errors are inevitable in data communication due to various
factors like noise, heat, interference in the communication
circuits. Thus, there is need for fast error detection and
correction schemes. This proposed scheme detects and
corrects a single error using RRNS. Five-length moduli set
have been proposed where the first three moduli set is the
information moduli and the last two is the redundant moduli
for error detection and correction. The proposed scheme have
only three recombination or iterations to detect and correct a
transmission error whiles the state of the will need ten
recombination or iterations. As such, the proposed scheme is
very simple and straightforward and the time it will take to
correct an error is relatively lesser than other detection and
correction schemes.
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